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 v¦d{X¶s[Ik
k ­ check [Iu¥xs|U}¦[<]Ldor/[I{v¦£´kGd{XU[]{v¦/u¥xdotU{[fxOu¥
retrieve
[pu¥xO|U}~[p]dor\o[d{ov~[Is[fdoXU[]zv~su¥[pZG[<]{]oxO/[f£´{r/Z d{X¥[]zv~su¥xOd{tUo[ ­£ d{[pfdoXU[[«m[<qtmdov¦r/u§rO£&xVUorOd{rUqrs}7¸5xOuFxdzdyxsqy¶s[If¶luUrJ ]doXU[Z\[p]o]oxOs[<]_]z[pu/dbrsu§d{XU[u¥[dn &rso¶
xsu¥ xO}w]zrµv¦u  XUvwqoX rsym[pd{XU[pkF &[p{[V]{[Iu/d ­ elt¥qyX Z\[p]o]{xss[$]z[<:tU[Iu¥qI[p]xOo[\r/{:xOuUv:LI[<Fxs]D$(.-M4"
ϕ = νñ.σ
¸L XU[p{[
σ = {m1/y1 , . . . ,
mk/yk}
vw]Gx°sorst¥u¥ª]ztU|¥]zdov®dotmd{v~rsu¨xOu¥
ñ
vw]Gx§¤¥uUv¦d{[@]z[IdGrs£
u¥xsZ\[p] ­º [m[Iu¥rOd{[|:k dom(ϕ) = dom(σ) = {y1, . . . , yk} ­ W3XU[OxOov~xs|U}¦[<] yi [IuxO|U}~[t¥]dor\{[I£´[Idor[px/qoXFZ\[p]o]{xss[ ­ W3XU[Gu¥xsZ\[p]bv~u ñ xs{[G]oxOvw§d{r@|[J4"(
1	!'4( ­=- u/d{t¥v®dov¦s[p}¦k/¸²doXU[p]{[GuxOZ\[p]xs{[E1	!1	&tUu¥¶:u¥rJ udorGd{XU[v~u/d{ot¥m[p ­  d{[IoZ M vw]]oxOvw  4 	!'  ­  ­ d ­ x£´oxsZ\[ νñ.σ ¾´rs]{v¦Z\U}~k ñ ¿v¦£
fn(M) ∩ ñ = ∅ ­ W3XU[]z[Idrs£'{[<]ndo{vwq³do[pu¥xOZ\[<] ñ Z\v¦/X/d|5[rsZ\v®d{d{[< X¥[Iu@v®dvw]q}~[pxO3£´orsZ!d{XU[qIrsu/do[«ld ­º [t¥]zt¥xs}~}¦kV ov¦d{[ νn v¦u¥]zd{[<xsrs£ ν{n} ¸¥xsu¥Sd{X¥[]{xsZG[b£´rs|Uv¦/s[p]z[Ido] ­
!#" ! 	
 *.'
Ibv~s[Iu·x¬£ yxOZ\[
ϕ
d{X¥xOdV{[pUo[p]{[Iu/dy]Gd{XU[§XUv~]zd{r/{k¡rO£ZG[<]{]oxO/[p]\]{[Iu:dSmtUov¦u¥¬d{X¥[µ[«m[<qtmdov¦r/u¨rO£x
UorOdormqr/}8¸ [µm[I¤¥uU[@d{X¥[  .T'4
	!M{[p}~xOd{v~rsuD¸m[puUrOdo[p¨|:k
ϕ ` M ­  [<mt¥qv~|U}~[µZ\[p]o]oxOs[<]Gxs{[Z\[p]o]oxOs[<]d{XxdqpxOuF|5[Grs|mdyxOv~uU[p§£´{r/Z
ϕ
|:k°xO¥U}¦klv~uUS£´tUuq³d{v~rsuxO}]{klZ|5rs}w]bxsu¥µdoXU[\[p:t¥xdov¦r/u¥xO}
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*878E  4    &(F%G&H8(#('"-./&I #+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84 GJ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1
	!4  5"1	  	 '
doXU[Ir/{k
E ­
νñ.σ ` xσ
x ∈ dom(σ)
νñ.σ ` s
s ∈ N\ñ
νñ.σ ` t1 · · · νñ.σ ` tr
νñ.σ ` f(t1, . . . , tr)
νñ.σ ` t t =E t
′
νñ.σ ` t′
  
 ) Á #4 -"
k

〈k, k′〉
 (/T'	D4:O$(.-  # $(/-
νk, k′, r.{enc(k,k
′,r)/x,
k′/y}

1Z\[p]o]{xss[bvw]t¥]{t¥xO}~}~kS]oxOvw]{[pqo[dv®£v¦dvw]uUrsd_m[pmt¥qIv¦|¥}¦[ ­ kSr/U5r/]{v®dov¦r/uSdor$rstUu¥[«lduUrsd{v~rsurs£]z[<q{[<qk/¸l &[]{xJk$d{X¥xOd_xd{[IoZ
M
vw]&"(*23'4
	!'  * " '43v¦u
ϕ
v¦£
ϕ 6`M ­
!#"
	 &*+ *   +M ( 
 [pmt¥qIv¦|¥v¦}~v¦d¢kmrm[p]3uUrOd_xO}~ xJkm]3]ztm½VqI[bd{r$[«mUo[p]o]&d{XU[xs|Uv~}¦v¦d{v~[p]rO£xsuv~u:d{ot¥m[I ­
  
 ) Á #>" %$J .T'	9 -1"("4"	 " 5T".-M $1  #&$(/-1"
ϕ1 = νk,n0,n1,r0.
{enc(n0,k,r0)/x,
〈n0,n1〉/y,
k/z}

ϕ2 = νk,n0,n1,r1.{
enc(n1,k,r1)/x,
〈n0,n1〉/y,
k/z}
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'	 " 2J34 'D5TD5T=:<"1-4"("4 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 	 "  5T 
   1:<"  4"42( 4*
ϕ1

ϕ2

º [ ]{xJk©doX¥xdµxª£ yxOZ\[ ϕ = νñ.σ #" "4"K5TK4"( (M,N)  XU[Io[ M,N xs{[§dn &r¡d{[p{Z$]p¸m[puUrOdo[p¬|:k
(M = N)ϕ
¸'v®£doXU[Io[$[«mvw]ndy]x@o[Iu¥xsZGv~uU@rO£d{X¥[$o[p]zd{ov~qd{[pFuxOZ\[p]v~u
ϕ
]zt¥qyX¬d{X¥xOd
(fn(M)∪fn(N))∩ñ = ∅
xOu
Mσ =E Nσ ­ W
 &r£´oxsZG[<] ϕ = νñ.σ xOu¥ ϕ′ = νm̃.σ′ xOo[A"1
	!'   * 	8¸D {v¦dzdo[Iu
ϕ ≈ ϕ′
¸-v¦£LdoXU[Ik§¥xs]o]doXU[\]{xsZ\[do[p]zdo]p¸5doX¥xdvw]
dom(ϕ) = dom(ϕ′)
xOu¥µ£´r/
xs}¦}5d{[IoZ$]
M,N
]zt¥qyXVdoX¥xd
(V(M)∪V(N)) ⊆ dom(ϕ)
xOu¥
(fn(M)∪ fn(N))∩ (ñ∪ m̃) = ∅
¸l &[
X¥xJs[
(M = N)ϕ
v #
(M = N)ϕ′ ­
  
 ) Á  #@$(/-1"
ϕ1
 
ϕ2
"! (	  $#5/-  %    "1
	!'  *  	<4 "1	 ' 
(dec(x, z) = π1(y))ϕ1
 
(dec(x, z) 6= π1(y))ϕ2

 [d s |5[\xV£´o[I[u¥xsZ\[rO£&xV£´yxOZ\[ ϕ = νñ.σ ­º [\]ox<kdoX¥xd s vw]"(
5 * " '_v~u ϕ v®££´rs[ps[Iok§q}~r/]{[p°UtU|U}~vwqdo[I{Z$]
M,M ′
  ­  ­ d ­ ϕ ¸D &[\X¥xJs[ ϕ(M/s) ≈ ϕ(M ′/s) d{Xxdvw]I¸Dd{XU[$v¦u:d{ot¥m[IqpxOuUuUrsd3mvw]zd{v~uUstUvw]{XSd{XU[b£´oxsZG[bv~u¥]ndyxOu:d{vwxd{[<S|:k$d¢ rdo[IoZ$]rO£
v®dy]3qyXUrsvwq[ ­¼ rs]zv~Z\U}~v~qIv®dnkV &[bZ$x<kr/ZGv¦d
s
xOu {v¦d{[
ϕ(M)
v¦u]ndo[pxsrs£
ϕ(M/s) ­
!#"'& &')(*+M * )( I+*  ' -,/.(( *0*21(435( +*  '
elklu:doxsqd{vwq]{[pqI{[<qkv~]_t¥]{t¥xO}~}¦k &[pxs¶s[IdoX¥xOu°]ndo{r/uUV]{[pqo[pqIk+6 º [¤¥y]nd_[I«mXUv¦|¥v®db]{rsZ\[[«UxOZ\U}~[p]rs££´yxOZ\[p]d{XxdU{[<]z[p{s[<]]{k:u:dox/q³d{vwqV]z[<qo[pqIk°|UtmduUrsd]zd{orsuU§]{[pqo[pqIk ­ W3XU[Ik xO}~}o[I}~kFrsuªmv#5[Io[Iu:dUors5[pzdov¦[<] ­
7  Å m98')'8 I:8¹ Á0; O Â '<8 Å=;?>ªW3XU[V£´yxOZ\[
ψ1 = νs, k, r.{
enc(s,k,r)/x,
enc(n,k,r)/y}
Url[p]uUrOd
Uo[p]{[Ios[d{XU[§]zd{orsuU ]{[pqo[pqIk rs£
s ­ - u¥m[I[<²¸ ψ1(n) 6≈ ψ1(n′) ]zv~u¥q[ (x = y)ψ1(n) |Utmd (x 6=
y)ψ1(n
′) ­ W3X¥v~]_ &rstU}w@uUrOdfX¥xOU5[puµv¦£[px/qoXµ[Iu¥qI{klmdov~rsu@t¥]{[pµxVmvw]zd{v~u¥q³dfyxOu¥UrsZ\uU[p]o]p¸md{X¥xOd_vw]p¸v®£doXU[[Iu¥qI{klmdov¦r/u x/]3U{r/|¥xO|¥v¦}~v~]zd{vwq ­
354.N6357
 
	
 	!#"%$&(')('* ?
ÀµÁ/Â  Å :8¹<8 Å=;?>fW3XU[£´yxOZ\[
ψ2 = νs, n.{enc(〈n,n
′〉,s,r)/x}
mrl[p]_uUrOdfUo[p]{[Ios[d{XU[]zd{orsu¥V]z[I¯
qI{[pqIk rO£
s ­ - um[I[<²¸ ψ2(k) 6≈ ψ2(k′) ]zv~u¥qI[ (π2(dec(x, k)) = n′)ψ2(k) |Utmd
(π2(dec(x, k)) 6= n)ψ2(k
′) ­ - £ s rmqIqItUy]$v~u ¶s[Ik¨5r:]zv¦d{v~rsu v¦u#]{rsZ\[°qIv¦UX¥[I{d{[«ld<¸3doXU[Fv¦u:d{ot¥m[IZ$xJkµd{okµd{rµm[<qoklmdd{XU[Vqv~UXU[pzdo[«ld]{v¦uq[
s
vw]{[pU}wxsq[<°|:k°UtU|U}~vwqdo[IoZ$]xOu¥¬qoX¥[pqy¶µ£´rs]{rsZ\[
o[pmtUuUxOu¥qIk ­ - dZ$x<kVrmqpqtUdoX¥xdd{XU[[Iuq{klmdo[pZ\[p]o]{xss[bUrl[p]3uUrOdqIrsu:doxOv~uxsu:kVs[p{v¦¤xO|¥}¦[b¥xszd ­
- udoX¥xd_qIxs]{[s¸ld{XU[£´oxsZ\[bZ$xJkVU{[<]z[p{s[b]zdo{r/uUG]{[pqI{[<qk ­ - dvw]£´rs[«UxOZ\U}~[bd{XU[qIxs]{[brO£
d{X¥[b£´yxOZ\[
νn{enc(n,s,r)/x} ­ elt¥qyX@qpxs]{[p]3xs{[XUrJ [Is[I:tUv®do[oxs{[bv¦u@Uyxsqd{vwq[ ­
 µÅ Æ Á pI 'O Å  >3W3XU[_£´oxsZ\[
ψ3 = νs.{
π1(s)/x}
mrl[p]&uUrOd¥{[<]z[Ios[doXU[b]zd{orsuU]z[<qo[pqkGrs£
s]{v¦Z\U}~kS|5[pqpxOt¥]{[
(x = k)
v~]3d{otU[b£´r/
ψ3(〈k, k′〉)
 XUv~}¦[uUrsd3£´rs
ψ3(k) ­
SÁ I8 Á5Á   ) Á=>LW3XU[
retrieve(sign(z1, z2)) = z1
Z$x<kb]{[I[pZ xOo|Uv¦d{yxOok]{v~u¥q[LuUrsd
xO}~}s]{v~su¥xOd{tUo[
]oqoX¥[IZ\[p]b[Iu¥xs|U}~[dors[dbdoXU[\]{v¦/uU[p°ZG[<]{]oxO/[rstUdrO£x]{v¦/u¥xdotUo[ ­ - dvw]x/q³d{txO}~}¦k§qot¥qvwxO}
£´r/rstUo[p]{tU}¦d ­'¼ r/'[«UxOZ\U}~[s¸d{XU[&£´yxOZ\[ ψ4 = νs.{sign(s,priv(a))/x, pub(a)/y} Url[p]'uUrOdUo[p]{[Ios[Ld{XU[]ndo{r/uU]{[pqo[pqIk$rs£
s
|5[pqpxOt¥]{[
(check(n, x, y) = ok)
vw]do{tU[£´rs
ψ4(n)
|Utmd_uUrOd£´rs
ψ4(n
′) ­
- u d{X¥[p]{[$£´rst¥qIx/]z[<]I¸
d{XU[V£´yxOZ\[p]Uo[p]{[Ios[GdoXU[]{k:u:dox/q³d{vwqV]{[pqo[pqIk°rO£ s ¸
doX¥xdvw] ψi 6` s ¸'£´r/
1 ≤ i ≤ 4 ­W3XUv~]}~[pxs¥]3t¥]dorGdoXU[£´rs}~}¦r v~uU\m[I¤¥uUv¦d{v~rsu ­
Á9; 8´:8 Å=;  $(/-
ϕ = νñ.σ
	 " &[I}~}¦¯8£´r/{Z\[p  ::@".-M .-M
s
	 $
   6'44*% 	! 	 "   4	  	"(
	!'6	1 $1T*"  44 -
enc(m, t, r)
)$
φ
$4T* 4 -
t′ ∈ φ T<"1	 	!
p
" T' K #
t′|p = r
 T
p = q.3
$4".-M
q
 
t′|q = enc(m, t, r)

 # "4.-M'(	
	  T" $4 <"1*/- -M 1	!'4'41*  	!  1 	 	! 	 $
s
B' ' (" 	
m

#<"1	
	!
p′
" T'   #4'44*% 	!K  # (" ##5&$(.-  #&B 2
p′
 #
r- 5"1  1"1
1	!'4 / 5#@	 "
r ∈ ñ

% 
s
	 "K #1)$ 3* 	1 6$4  
enc(m, t, r)

enca(m′, t′, r′)

sign(u, v)

pub(w)

priv(w′)
"  2 -" %$
ϕ

s /∈ fn(t, t′, v, w,w′, n, n′)

 
ϕ
B1"  8' 2	 31"1
 T'4&"1*/-3( "
^&r/u¥mv¦d{v~rsuK9o[p:tUv~{[<]doX¥xd[<xsqyXv~uUuU[IoZ\r/]zd3[pu¥qoklmd{v~rsuxs|5rJs[
s
qr/u/dyxOv~u¥]3xG{[<]ndo{vwq³do[pSyxOu¥mr/ZG¯
uU[<]{] ­ W3XUv~]vw]uUrOdx@{[<]ndo{vwq³dov¦r/u¬]{v¦uq[ s vw]Z\[pxsu/ddor@|5[Vxµ]z[<qo[dxs}¦t¥[$xOu¥ ]ztqoX [Iu¥qI{klmdov~rsu¥]X¥xJs[bd{r$|[Uormmt¥qI[p|:kSXUr/uU[p]zdxO/[Iu:do]xOu¥SdoX:t¥]qIrsu:doxOv~u@xG{[<]ndo{vwq³do[poxsu¥mrsZ\uU[<]{] ­
¼ rs [I}~}®¯7£´rsoZG[<V£´yxOZ\[p]p¸U]{k:u:dox/q³d{vwq]{[pqo[pqIk$vw]x/q³dot¥xO}~}¦kV[<:tUv¦OxO}~[Iu/dd{r$]zd{orsuU\]{[pqI{[<qk ­
	
 ÁlÅ  Á 
  4
ϕ = νñ.σ
(=  $4 -M( $(/- ::
s ∈ ñ

ϕ 0 s
	 
νñ\{s}.σ(M/s) ≈ νñ\{s}.σ(
M ′/s)
$4
M,M ′
'<"(   4 	!'2 -"& :: 
ϕ

7  ÅDÅ º [Uo[p]{[Iu:dd{XU[]{¶s[I}~[dorsu@rs£d{XU[Uorlrs£ xO}~}
m[Idoxsv¦}w]_qIxsuµ|5[£´rst¥u¥@v~u°U5[Iumv®«§ ­  [d
ϕ = νñ.σ
|5[xV &[I}~}¦¯8£´rsoZ\[p£´yxOZ\[  ­  ­ d ­ s ∈ ñ ­D- £ ϕ ` s ¸d{XUvw]do{v~lv~xs}¦}~kv~Z\U}¦v~[p]_d{X¥xOd s vw]_uUrOd]zd{orsuU/}¦k°]{[pqI{[Id ­- u¥m[p[p²¸
doXU[Io[$[«mvw]ndy]x@UtU|U}~vwq\d{[IoZ M   ­  ­ d ­ ϕ ]zt¥qyX¬doX¥xd Mσ =E s ¾ doXUv~]qpxOuS|5[b[<xs]{v¦}~k$]{XUrJ u|:k$v~u¥mt¥qd{v~rsur/uVdoXU[m[<mt¥q³dov¦r/u]zkm]zd{[pZ$¿ ­  [d n1, n2 |5[f£´{[<]zXu¥xOZ\[<]]{t¥qyX
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doX¥xd
n1, n2 /∈ ñ
xOu¥
n1, n2 /∈ fn(ϕ) ­ elv~u¥q[ Mσ(n1/s) =E n1 doXU[G£´oxsZ\[p] νñ\{s}.σ(n1/s) xsu¥
νñ\{s}.σ(n2/s)
xOo[mvw]ndov~uUstUvw]zXxO|U}~[ v®doXd{XU[do[p]zd
(M = n1) ­º [$xs]o]ztUZ\[uUr »doX¥xd ϕ 0 s ­º [¤o]zd]zXUr »d{X¥xOdxsu:k§]zklu:doxsqd{vwq[<:t¥xO}~v®dnk§]oxd{vw]z¤¥[p§|lk@doXU[£´yxOZ\[
ϕ(M/s)
v~]xO}~o[pxsmkS]{xOd{vw]n¤¥[<S|lk
ϕ ­
 &Á 
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O4
ϕ = νñ.σ
(    $4 -M(K$(.-M  :: 
s ∈ ñ

u, v
2 -" " T' 05T
V(u),V(v) ⊆ dom(ϕ)

M
 '"4( 4 - 
u

v
 
M
   	!'  :: 
ñ
  $
ϕ 0 s

uσ(M/s) = vσ(
M/s)
	5-) 	!1"
uσ = vσ
  
t
(K " 4 - %$  4 - 	
σ
5TM3 4"E
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T	
s
 !$
ϕ 0 s

t = vσ(M/s)
	5-   	!1"
t = vσ
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W3XU[§¶s[pk©}~[IZ\Z$x v~]Vd{XxdxOu:k¨{[<mt¥q³dov~rsu d{X¥xOdxsUU}~v¦[<]$d{r©x U[pmt¥qIv¦|U}~[§d{[p{Z
t
 XU[p{[
s
v~]
o[IU}wxsqI[pS|lk]zr/ZG[
M
¸¥mv¦o[pqd{}~kSxsUU}~v¦[<]d{r
t ­
 &Á 
 
   O4
ϕ = νñ.σ
( > 4  $4 -  $(/-M :: 
s ∈ ñ
" T' 5T
ϕ 0 s
 O4
u
( 
4 -  	5
V(u) ⊆ dom(ϕ)
 
M
(J'<"(>2 - 	  -5$4 -
u

M
   	!'M :: 
ñ
? $
uσ(M/s) → v
$4D".-M  -
v
O # 5T4&#3	 "1!"     $4 - 8$().-
ϕ′ = νñ.σ′
 :: 
s
 #32 	 ϕ  #@	 " xσ′ = xσ $4  x ∈ dom(σ) 
 )4"  	5>3 /T'	D4 -" ϕ ` w 	  ϕ′ ` w 
 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W3XUvw]}¦[pZGZ$xxs}~}¦r ]t¥]&d{r\qrsuq}~t¥m[_d{X¥[bU{rmrO£DrO£
W3XU[prso[IZ 9 ­¼ v¦«SxOo|Uv®dooxs{v~}~kdn &rUt¥|U}¦vwqbq}~r/]{[pdo[IoZ\]
M,M ′ ­ªº [@qpxOu©x/]{]{tUZ\[  ­ } ­ r ­  ­ d{Xxd M xsu¥ M ′ xs{[v¦u©u¥rsoZ\xs}£´r/{Z ­  [d u 6= v|5[d¢ rSUtU|¥}¦vwqd{[p{Z$]b]zt¥qyXµdoX¥xd
V(u),V(v) ⊆ dom(ϕ)
xsu¥
uσ(M/s) =E vσ(
M/s) ­ W3XU[Iu§d{X¥[Io[xs{[
u1, . . . , uk
xsu¥
v1, . . . , vl
]zt¥qyX¬d{X¥xOd
uσ(M/s) → u1 → . . .→ uk
¸
vσ(M/s) → v1 → . . .→ vl
¸
uk = uσ(
M/s)↓
¸
vl = vσ(
M/s)↓
xsu¥
uk = vl ­UU}~klv¦u¥§o[I5[<xdo[pm}~k  [pZ\Z\xF@ &[Sr/|mdoxsv¦u doX¥xddoXU[Io[S[«mv~]zdUtU|U}~v~qVd{[IoZ$] u′1, . . . , u′k xsu¥
v′1, . . . , v
′
l
xsu¥  &[p}¦}¦¯8£´r/{Z\[<F£´yxOZ\[p]
ϕui = νñ.σui
¸'£´rs
i ∈ {1, . . . , k}
xsu¥
ϕvj = νñ.σvj
¸
£´r/
j ∈ {1, . . . , l}
¾¹x/]3v¦ud{X¥[}¦[pZGZ$x:¿]{t¥qyXd{Xxd
ui = u
′
iσ
ui
xOu¥
vj = v
′
jσ
vj ­
º [qrsu¥]{vwm[I ϕ′=νñ.σ′  XU[Io[ σ′=σuk ∪ σvl ­ elv¦uq[r/uU}¦k]{tU|mdo[IoZ\]rO£ ϕ X¥xJs[|5[I[puµxsUm[<dor
ϕ′
¸mv¦dvw][<xs]{kGdorGs[p{v¦£´k\doX¥xd
ϕ′
v~]]ndov¦}~}Dx &[p}¦}¦¯7£´rsoZG[<$£´yxOZ\[xsu¥V£´rs[Is[Iok\d{[IoZ
w
¸
ϕ ` w
v #
ϕ′ ` w ­ - u@¥xO{d{vwqt¥}~xs ϕ′ 0 s ­
 kFqr/u¥]ndo{t¥qd{v~rsuF [\X¥xJs[doX¥xd u′kσuk(M/s)=v′lσvl(M/s) ­ W3XU[IuD¸
|:k  [pZ\Z\x 9/¸D [$m[pmtq[doX¥xd
u′kσ
uk(s)=v′lσ
vl(s)
doX¥xdv¦d
uσ =E vσ ­  k§]zdoxs|Uv¦}~v¦d¢k§rO£]{tU|¥]ndov¦d{tmdov¦r/uFrs£u¥xsZ\[p]p¸² &[GX¥xJs[
uσ(M
′
/s)=E vσ(
M ′/s) ­º [U[pmt¥qI[bdoX¥xd νñ\{s}.σ(M/s) ≈ νñ\{s}.σ(M ′/s) ­
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r]{v¦Z\U}~v¦£´kd{XU[xOu¥xO}~k5LI[rO£d{XU[xsqd{v~s[3qIx/]z[/¸ [o[p]zd{ovwq³drst¥xd{d{[Iu:d{v~rsudorbxOv~{v~uUxOu¥G]zklZ\Z\[do{vwq
[pu¥qok:Ud{v~rsud{XU[xO}~UX¥xs|5[d
Σ
v~]_uUrJ 1{[<mt¥qI[pd{r
Σ = {enc,dec, 〈〉, π1, π2}
xsu¥
E
vw]}¦v~Z\v®do[p@d{r
doXU[¤¥o]zd3doXU{[p[[p:t¥xOd{v~rsu¥] ­
354.N6357
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W3XU[xO¥U}¦v~[p@Uv
qpxO}wqtU}~t¥] 7:94;
vw]x$U{rUq[p]o]xO}~s[p|Uyx &[p}¦}¦¯¢]ztUv¦d{[<£´r/Z\rmm[I}~v~uUVqoklmd{r/syxOUXUvwqfUorO¯
dormqr/}~]p¸ls[puU[IyxO}~v:LIv~uUd{X¥[]{Uv¦¯±qpxO}wqtU}~t¥] 7 <; ­º []zXUr/zdo}¦kSm[<]{qI{v~|5[bv¦do]]zklu:dox«xsu¥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6 ' 4"("1"³¸xs}~]{r\qIxs}¦}~[pU}wxOv~uUormqI[p]{]{[p]p¸mxOo[m[I¤¥uU[p|:kVdoXU[syxOZ\Z$xO	
P,Q,R :=
Uormq[p]o]{[p]
0
u:tU}~}DUormq[<]{]
P |Q
xOyxO}~}¦[p}²qr/ZG5r:]zv¦d{v~rsu
!P
o[I¥}¦vwqIxOd{v~rsu
νn.P
u¥xsZ\[o[p]ndoov~qd{v~rsu
if M = N then P else Q
qr/u¥mv¦d{v~rsu¥xs}
c(z).P
ZG[<]{]oxO/[bv¦uU¥tmd
c〈M〉.P
Z\[p]o]oxOs[br/tmd{UtUd
 XU[p{[
n
vw]x§u¥xsZ\[s¸
M
¸
N
xOo[$d{[p{Z$]p¸xsu¥
c
vw]x§uxOZ\[SrsGx§xs{vwxO|¥}¦[ ­ W3XU[SultU}~}Uormq[<]{] 0mrm[p]uUrsd{XUv~uU ­ xsoxs}¦}~[I}²qr/Z\5r/]{v®dov¦r/uS[«m[<qtmdo[p]&doXU[bdn &r\U{rUq[p]o]{[p]qrsuqtUo{[pu/do}¦k ­ [I¥}¦vwqIxOd{v~rsu !PqI{[pxOd{[<]tUul|5rstUu¥U[pm}~kGuU[p  v~u¥]ndyxOu¥qI[p]Lrs£
P ­ " xOZ\[o[p]zd{ovwq³d{v~rsu νn.P |¥tUv¦}wU]&xuU[I ¸:Uov¦Oxd{[u¥xsZG[
n
¸-|Uv~u¥U]bv®dv¦u
P
xsu¥@doXU[IuF[«m[pqItmd{[<]
P ­ W3XU[Gqr/u¥mv¦d{v~rsu¥xs} if M = N then P else Q |5[IX¥xJs[p]}~v¦¶s[
P
rs
Q
m[I5[pu¥mv~uUr/u$doXU[fo[p]{tU}¦d&rs£²doXU[_do[p]zd
M = N ­ - £ Q vw]d{X¥[fu:t¥}¦}-Uormq[<]{]Ld{XU[puS [ft¥]z[doXU[buUrOdyxd{v~rsu
[M = N ].P
v¦u]ndo[pxs ­¼ v~u¥xO}~}~ks¸:d{X¥[f¥{rmqI[p]o] c(z).P v~uUUtmdy]3xZ\[p]o]{xss[fxOu¥V[I«l[<qtmdo[p]
P
|¥v¦u¥Uv¦uU°doXU[OxOov~xs|U}¦[
z
d{r°d{XU[{[<q[Iv~s[p Z\[p]o]{xss[/¸' XUv~}~[Sd{XU[U{rmqI[p]o]
c〈M〉.P
rstmdoUtmdy]d{X¥[
Z\[p]o]oxOs[
M
xOu¥Sd{XU[pu|5[IX¥xJs[p]}~v¦¶s[
P ­º [Z\xJkVrsZ\v®d P v¦£
v¦dvw] 0 ­ - u X¥xd3£´rs}~}¦r ]p¸l &[{[p]zdo{vwq³dr/tULxdzdo[Iu:d{v~rsuGd{rd{XU[qpxs]{[ XU[p{[
c
v~]u¥xsZG[]zv~u¥qI[3v¦dLv~]t¥]{t¥xO}~}~k]{tm½Vqv~[Iu/dLd{rZ\rmU[I}¥qok:Ud{rs/oxOUX¥v~q
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A,B :=
[«ld{[pu¥m[<Uormq[<]{]{[p]
P
U}~xsv~uU{rUq[p]o]
A|B
xOyxO}~}¦[p}²qr/ZG5r:]zv¦d{v~rsu
νn.A
u¥xOZ\[o[p]zd{ov~qd{v~rsu
νx.A
OxOov~xs|U}¦[bo[p]zd{ov~qd{v~rsu
{M/x}
xsq³dov¦/[]{tU|¥]zd{v¦d{tUd{v~rsu
'
	< "  4"(
	  
	!T"\s[puU[IyxO}~vLp[
let
¸'v¦u d{X¥[S]z[pu¥]z[\doX¥xd
νx.({M/x}|P )
qr/{o[p]{5rsu¥U]bd{r
let x =
M in P
¸_ X¥v¦}~[Ft¥uU{[<]ndo{vwq³do[p²¸
{M/x}
|5[IX¥xJs[p]}~v¦¶s[¬x¡5[p{Z$xOu¥[Iu/d@¶:u¥rJ }~[pm/[s¸_[p{Z\v¦dzdov¦u¥¡d{r
o[£´[Is}~rs|xO}~}¦k§d{r
M
|:k¬ZG[<xOu¥]rO£
x ­@º [Sv~U[Iu/dov®£´k xs{vwxO|U}~[$]{tU|¥]zd{v¦d{tmdov¦r/u¥] {M1/x1 , . . . ,Mk/xk} ¸
k ≥ 0
 v®doX[I«ld{[Ium[pU{rUq[p]o]z[<]
{M1/x1}| . . . |{
Mk/xk} ­ - u¥xszdov~qItU}~xsd{XU[[IZ\mdnk]{tU|¥]zd{v¦d{tmdov~rsu@v~]vwm[Iu:d{v¦¤¥[p v¦doXdoXU[u:tU}~}DUormqI[p]o] ­
º [U[IuUrsd{[|:k fv(A) ¸ bv(A) ¸ fn(A) ¸-xOu¥ bn(A) d{XU[G]z[Ido]_rO££´{[p[xOu@|5r/tUu¥µxOovwxO|U}~[p]xOu£´o[I[SxOu¬|5r/tUu¥ u¥xsZG[<]rO£
A
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qIrsu¥]zd{ot¥q³dy]_xsu¥µt¥]{v¦uU
fv({M/x}) = fv(M) ∪ {x}
xsu¥
fn({M/x}) = fn(M)
£´r/bxsqd{v~s[]{tU|¥]zd{v¦d{tU¯
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A
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≡
¿'v~]'d{XU[]{Z\xs}¦}~[p]zd[p:tUv~xs}¦[pu¥q[&o[I}wxdov~rsursu[«ldo[Iu¥m[<UormqI[p]o]z[<]Dd{Xxd
vw]qI}¦r:]z[<S|lk
α
¯¢qrsuls[Iy]zv~rsuSrs£'u¥xsZG[<]xOuxs{vwxO|U}~[p]p¸l|:kxsUU}~v~qpxdov¦r/urO£[Ixs}¦txd{v~rsu@qrsu:d{[«ldy]xOu
]{t¥qyXGd{X¥xOdLd{XU[_]zdoxsu¥UxOyG]zd{ot¥q³dotUoxs}motU}~[p]£´rsLd{XU[u:t¥}¦}U{rUq[p]o]I¸OxOyxO}~}¦[p}Uqr/ZG5r:]zv¦d{v~rsu$xOu¥Go[p]zd{ov~q¯
dov¦r/u°¾¹]{t¥qoXxs]&xs]o]zrmqIv~xOd{v~lv®dnkxsu¥Vqr/ZGZtUdoxdov¦lv¦dnkGrO£
|
¸lqIrsZ\ZtmdoxOd{v~lv®dnk\xsu¥$|Uv~u¥mv~uUO¯±rs5[Iyxdorsz¯±}¦v~¶s[
|5[IXx<lv~rs3rs£
ν
¿&d{r/s[Id{XU[p3 v¦d{Xd{X¥[£´rs}~}¦r v¦u¥Grsu¥[p]3XUr/}~ ­
νx.{M/x} ≡ 0   
{M/x} |A ≡ {
M/x} |A{
M/x} 	

{M/x} ≡ {N/x}
v¦£
M =E N 
- £ ñ {[pUo[p]{[Iu/dy]µd{X¥[M¾¹5r/]o]zv~|U}~k [IZ\mdnkU¿°]{[d {n1, . . . , nl} ¸ [©xO|U|¥{[p:vwxdo[ª|:k νñ doXU[¨]z[I¯:tU[pu¥q[
νn1.νn2 . . . νnl ­ / s[Iok qI}¦r:]z[< [«ldo[Iu¥m[<1Uormq[<]{] A qIxsu1|5[¡|UorstUsX:dµdor·d{XU[ª£´r/{Z
νñ.{M1/x1}| . . . |{
Mk/xk}|P
|:kt¥]{v¦uU]zd{ot¥q³dotUyxO}m[<:tUv¦OxO}~[Iu¥qI[s¸O X¥[Io[
P
v~]xb¥}~xsv¦u$qI}¦r:]z[<Uormq[<]{]p¸
k ≥ 0
xsu¥
{ñ} ⊆ ∪i fn(Mi) ­ G[pu¥q[§d{X¥[§d¢ &r©m[¤¥u¥v®dov¦r/u¥]SrO££´oxsZ\[p]SxOo[µ[</t¥v¦OxO}~[Iu/dStU·d{r]zd{ot¥q³dotUyxO}-[</t¥v¦OxO}~[Iu¥qI[brsu@q}~r/]{[pS[I«ld{[Ium[p¥{rmqI[p]o]z[<] ­ W
r\]{[I[bdoXUv~] &[xOUU}~kVotU}~[ 
 tUu/dov¦}xs}¦}3d{[p{Z$]\xs{[sorst¥u¥#¾´d{XUvw]\vw]$xs]o]ztUo[pª|lk d{X¥[£¹xsqd\d{X¥xOd\d{XU[µqIrsu¥]{vwm[Io[pª[I«ld{[Ium[p©Uormq[<]{]{[p]
xs{[q}~r/]{[pµxOu¥doXU[x/q³dov¦s[]zt¥|¥]ndov®dotmd{v~rsu]_xs{[qIkmq}~[¯7£ o[I[J¿ ­ _}~]{r¥¸5xOuUrsd{XU[p_qr/u¥]{[p:tU[Iuq[vw]d{Xxdfv®£
A ≡ B
doXU[Iu
ϕ(A) ≡ ϕ(B) ­W &r©]z[pZ\xsu/dov~qp]SqIxsu·|5[°qIrsu¥]{vwm[Io[p©£´r/VdoXUv~]qIxO}wqtU}~t¥]p¸m[¤¥u¥[p·|:k·]ndo{t¥qd{tUyxO}_[</t¥v¦xs}~[Iu¥q[
xsu¥°|lk 	T41 (/T' 	!©xOu¥  (4:  (/T' 	!¥¸o[p]{5[pq³dov¦s[p}¦k ­ W3XU[p]{[\]{[IZ$xOu:d{vwqI]}¦[<xs§dor  " < 	!  	:4' ª¾´ X¥v~qyX©v~]\]ndyxOu¥¥xOyªxOu¥¡uUrOd\{[<qIxO}~}~[p XU[p{[J¿xOu  (4:  4	 "1	5-=	1	  *
o[I}wxdov¦r/u¥] ­ W3X¥[bd¢ &r\|Uvw]zv~Z\v~}~xs{v¦d¢kVo[I}wxd{v~rsu]qr/v¦uqvwm[=7:94;xOuS &[t¥]{[bX¥[Io[fd{X¥[}~xOdzdo[I]zv~u¥q[v¦d5[I{¯Z\v¦do]fd{rSdyxO¶s[v¦Z\U}~vwqv¦d{}~kµv¦u:d{r@xsqIqIrstUu:d_doXU[r/|¥]{[Ios[I<¸XU[Iu¥qI[v¦dbXxs]_d{XU[\xsUxOu:doxss[rs£Lo[I}~klv¦uUSr/u
]zdoxOd{vwqb[p:tUv~xs}¦[pu¥q[byxdoXU[I3d{X¥xsu@:t¥xsu/d{v¦¤qpxd{v~r/urs[IqIrsu:d{[«ldy] ­1T1 (/T' 	!Gvw]Dd{XU[&}~xs{/[p]zdDo[I}wxd{v~rsursu[«ld{[pu¥m[pU{rUq[p]o]{[p]Dq}~r/]{[p|lk]zd{ot¥q³dotUoxs}s[p:tUv~:¯
xs}¦[pu¥q[xOuxOUU}~vwqIxdov¦r/urs£'[Ixs}¦txd{v~rsuqIrsu/do[«ldo]]ztqoXdoX¥xd	
c〈x〉.P | c(x).Q→ P | Q 
if M = M then P else Q→ P 
if M = N then P else Q→ Q  !£´r/xOulkVsorst¥u¥Vd{[p{Z$]
M
xOu
N
]ztqoXdoX¥xd
M 6=E N
`fud{XU[rsd{XU[p3XxOu¥²¸   ( .T'4
	!°vw]m[I¤¥uU[p|lk$doXU[£´rs}~}~rJ v~uU\{tU}~[p] 
c(x).P
c(M)
−→ P{M/x}  c〈u〉.P
c〈u〉
−→ P #"$ %
A
c〈u〉
−→ A′
νu.A
νu.c〈u〉
−→ A′
u 6= c
& '"$ %
A
α
−→ A′
νu.A
α
−→ νu.A′
u
2-5&(OP-58 
5K**"-$  P
α (&
A
α
−→ A′
A|B
α
−→ A′|B
¾)s¿
&* 
A ≡ B B
α
−→ B′ B′ ≡ A′
A
α
−→ A′ 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 XU[p{[
u
vw]xZ\[dyx<OxOov~xs|U}~[doX¥xdoxsuUs[<]brJs[pu¥xOZ\[p]xOu¥¬xs{vwxO|U}~[p]p¸xOu¥Fd{XU[Sqr/u¥mv¦d{v~rsu ¾)O¿brs£
doXU[{tU}~[
&* 
vw]
bv(α) ∩ fv(B) = bn(α) ∩ fn(B) = ∅ ­
Á9; 8´:8 Å=;   xs|5[I}~[p |Uvw]zv~Z\v¦}wxOov¦d¢k  ≈l  	 "5#  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ARB
	 -  	!1"
 
ϕ(A) ≈ ϕ(B) 
%  	 $
A→ A′
 #
B →∗ B′

A′ RB′
T$4&".-M
B′ 
  	 $
A
α
→ A′

fv(α) ⊆ dom(ϕ(A))
 
bn(α) ∩ fn(B) = ∅
 #
B →∗
α
→→∗ B′

A′ RB′
T$4&"/-
B′

º [m[puUrOdo[ A⇒ B v¦£ A→ B r/ A α→ B ­ }w]{r\ &[t]z[bdoXU[uUrsdoxdov~rsu νsϕ £´rs ν(ñ ∪ {s}).σ ¸ XU[p{[
ϕ = νñ.σ ­
Á9; 8´:8 Å=;   $(.-M
ϕ
	 "VOxO}~v~  ::     '(4" "
P
	 $M # 	 "
A
" T'  #
P ⇒∗ A

ϕ ≡ ϕ(A)

Á9; 8´:8 Å=;  
P
(  '4:<" 0	 )B' 4"("> 	5T/  1	! 44" <"E' T  "J 
s
M$ (
/- %$
P
      ' TT4  .-M = "*= #
s
	 "]{klu/dyxsq³dov~qpxO}~}¦k$]z[<qo[d 	
P
	 $ T$4  1*
 	! $(.-M
ϕ
 :: 
P

s
	 "  63 .T'4	D6$(.-
νsϕ
= "* 5T
s
	 "]ndo{r/uUs}~kV]{[pqo[d	 $$4
T*'<"( 4 -"
M,M ′
" T'J5T
bn(P ) ∩ (fn(M) ∪ fn(M ′)) = ∅

P (M/s) ≈l P (
M ′/s)

 [d Mo(P ) |5[d{X¥[@]{[d\rO£M/     "SrO£ P ¸doX¥xd$v~]doXU[@]{[d\rO£_d{[p{Z$] m ]zt¥qyX¡d{X¥xOd c〈m〉 vw]x§Z\[p]o]{xss[VrstmdoUtmd\qIrsu¥]zd{ot¥q³d£´rsG]{rsZ\[qoXxOuUuU[p}&u¥xsZ\[
c
v¦u
P
¸LxOu¥ }~[d
Mt(P )
|5[VdoXU[]z[Idrs£
#4 " %$>1"1!"rO£
P
¸ X¥[Io[x 1"1v~]$x¬qrstU¥}¦[
M = N
rmqpqtUo{v~uU°v~u xFqIrsu¥Uv®dov¦r/u¥xO}xOu
v¦do]> #<"xOo[
M
xsu¥
N ­  [d M(P ) = Mo(P ) ∪ Mt(P ) |5[$doXU[]z[IdrO£-1"("1"SrO£ P ­
/ «UxsZG¥}¦[<]xOo[b¥{rlv~m[<xdd{XU[[pu¥rs£
d{X¥v~]]{[pq³dov~rsu ­W3XU[f£´r/}¦}~r v¦uUG}¦[pZ\Z\xGv¦u:d{tUv¦d{v~s[I}~k]ndyxd{[<]&d{XxdxOulk$Z\[p]o]{xss[bqr/u/doxsv¦u¥[pSv¦u@xsqd{v~s[f£´oxsZG[bvw]3xsu
r/tmd{Utmd_v¦u¥]zdoxsu/dov~xOd{[p|:kSZ\[p]o]{xss[<]m[<mt¥qI[p£´{r/Z!Uo[Ilv~rst¥]3ZG[<]{]oxO/[p] ­
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P ⇒∗ A
  #J
k ≥ 0
  # (  ' 4"("
B = νñ.σk|PB
  T4
PB
	 ""/-  	
)B' 4"(" 8
θ
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  
	!    	!' :: 
ñ
"T'J # 
A ≡ B

{ñ} ⊆ bn(P )
T$4 41*"(	!3
)$= 24"1A= /   
M
%$
PB
 #=	 "=0-1"("
M0
	
P
 %"1	! )$= 24"1DM /    
4" T ' 	 *   " T' 5T M = M0θσk    σi = σi−1 ∪ {miθiσi−1/yi}  $4  1 ≤ i ≤ k   #
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W3XU[¥{rlrs£v~]fmr/uU[|lkv¦u¥Ut¥q³dov¦r/uµr/u@d{XU[ultUZ|5[Ifrs£{[<mt¥q³dov~rsu¥]v~u
P ⇒∗ A ­A- u/dotUv®dov¦/[I}~ks¸ Bvw]_rs|mdyxOv~uU[p@|lk@xOU¥}¦klv~uU$d{XU[
	

otU}~[S¾´£´{r/Z }¦[I£ d_dorVov~sX/d³¿x/]Z\r/]zdfx/]5r/]o]zv~|U}~[tUu/dov¦}
d{X¥[Io[
xs{[u¥rSxOovwxO|U}~[p]}¦[I£ dbv~uµdoXU[U}~xsv~u§U{rUq[p]o] ­ " rOdo[doX¥xd B v~]ftUuUvw:tU[tUµdorVdoXU[G]ndo{t¥qd{tUyxO}
otU}¦[<]mv#-[Io[Iu/d£´orsZ
   
¸
	

xOu
L­sº [f]{xJkdoX¥xd ϕ(B) v~]Ld{XU[ "12 6$(/-f  ­  ­ d ­
A ­
NONQPRTS1U1V1W
9J   	 4"4'	
1
	!4  5"1	  	 '
_]xG{t¥uUuUv~uU\[«UxOZ\U}~[ &[qrsu¥]{vwm[I3d{XU[gxsX¥xO}~rsZ!UorOdormqr/}'
A⇒ B : A,Na
B ⇒ S : B, {A,Na, Nb}Kbs
S ⇒ A : {B,Kab, Na, Nb}Kas , {A,Kab}Kbs
A⇒ B : {A,Kab}Kbs
- ud{X¥v~]UorOdormqr/}8¸:d¢ r\¥xO{d{vwqv~¥xsu/do] A xOu¥ B  v~]{Xd{r$[p]zdoxO|¥}¦vw]zX@x\]zXxOo[pS¶s[Ik Kab ­ W3X¥[¶s[Ikvw]qo[pxOd{[<°|:kFxd{ot¥]zd{[p ]z[Ios[p
S
 XUvwqoX ]zXxOo[p]fd{XU[V]{[pqI{[d¶s[Ikm]
Kas
xsu¥
Kbs
 v¦d{X
A
xsu¥
Bo[p]{5[pq³dov¦/[I}~k ­ W3XU[¥{rsd{rmqIrs}-v~]Z\rmm[p}¦[<|:kVd{X¥[b£´r/}¦}~r v¦u¥GUormq[<]{] 
PY (kab)=νkas, kbs.(!PA)|(!PB)|(!νk.PS(k))|PS(kab)
 XU[p{[
PA = νna.c〈a, na〉.c(za).[b = ub].[na = una ].c〈π2(za)〉
PB = c(zb).νnb, rb.c〈b, enc(〈π1(zb), 〈π2(zb), nb〉〉, kbs, rb)〉.c(z
′
b).[a = π1(dec(z
′
b, kbs))]
PS(x) = c(zs).νrs, r
′
s.c〈enc(〈π1(zs), 〈x, vn〉〉, kas, rs), enc(〈va, x〉, kbs, r
′
s)〉
xsu¥
ub = π1(dec(π1(za), kas)) una = π1(π2(π2(dec(π1(za), kas))))
va = π1(dec(π2(zs), kbs)) vn = π2(dec(π2(zs), kbs))
¼ rs3doXUvw]U{rsd{rmqIrs}5d{X¥[]{[drO£'r/tmd{¥tmdo]xsu¥rs5[poxsu¥U]rO£
do[p]zdo]xOo[bo[p]{5[pq³dov~s[I}~k 
Mo(PY ) = {〈a, na〉, za, π2(za), 〈b, enc(〈π1(zb), 〈π2(zb), nb〉〉, kbs, rb)〉, z
′
b,
enc(〈π1(zs), 〈x, vn〉〉, kas, rs), enc(〈va, x〉, kbs, r′s)}
xsu¥
Mt(PY ) = {b, ub, na, una , a, π1(dec(z
′
b, kbs))}.
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 X¥xOd3£´rs}~}~rJ ]p¸l [xs]o]ztUZ\[ s d{r\|5[bdoXU[]{[pqI{[Id ­º [o[p]zd{ov~qd3rst¥o]{[I}¦£d{r\Uormq[<]{]{[p]& v¦d{X@sorst¥u¥do[IoZ\]v~u#¶s[pk 5r/]{v®dov~rsu ­ - um[I[<²¸_v¦£¶s[Ikm]qIrsu/dyxOv~uU[p xs{vwxO|¥}¦[<]I¸d{XU[Ik qIrstU}w#xO}w]zr©qIrsu/dyxOv~u·doXU[]{[pqo[dxsu¥°}~[pxs§dord{X¥[\]oxOZ\[G¶lv~u¥°rs£xdzdyxsqy¶m]bx/]bv¦uFd{XU[\xs]o]zv~s[GqIx/]z[ ­¼ r/b[I«UxOZ\U}~[s¸D}¦[Id P1 =
νk, r, r′.(c〈enc(s, k, r)〉 | c(z).c〈enc(a,dec(z, k), r′)〉) ­ W3XU[3uxOZ\[ s v¦u P1 v~]L]{k:u:dox/q³d{vwqIxs}¦}~k]z[<qo[d|Utmd_uUrOd_]ndo{r/uUs}~kV]{[pqI{[d ­ - u¥m[p[p²¸
P1 ≡ νk, r, r
′.(νz.({enc(s,k,r)/z} | c〈z〉 | c(z).c〈enc(a,dec(z, k), r
′)〉))
→ νk, r, r′.({enc(s,k,r)/z} | c〈enc(a, s, r
′)〉)
¾

otU}¦[J¿
≡ νk, r, r′.(νz′.({enc(s,k,r)/z,
enc(a,s,r′)/z′} | c〈z
′〉))
νz′.c〈z′〉
−→ νk, r, r′.{enc(s,k,r)/z, enc(a,s,r
′)/z′},
xsu¥d{XU[o[p]{tU}¦d{v~uUb£´yxOZ\[mrl[p]uUrOdLU{[<]z[p{s[&doXU[]ndoorsuU]{[pqo[pqIkrs£
s
¾8]z[p[doXU[3£´yxOZ\[
ψ2
rO£-]{[pqd{v~rsu
 ­ Fl¿ ­
354.N6357
 
	
 	!#"%$&(')('* 9p
}w]zr¸xs]v¦u@doXU[xs]o]zv~s[qIxs]{[s¸m[p]zd{ot¥qd{rsy]xO|5rs[bdoXU[]{[pqI{[IdZt¥]zd_|5[£´r/{|¥v~UU[Iu ­6- um[I[pD¸v¦u
P2 = c〈π1(s)〉 ≡ νz.({
π1(s)/z}|c〈z〉)
νz.c〈z〉
−→ {π1(s)/z}
¸
s
vw]]{klu/dox/q³dov~qpxO}~}¦kS]{[pqI{[d|UtUduUrsd]zd{orsu¥s}~k
]{[pqo[d¾8]z[p[bd{X¥[b£´yxOZ\[
ψ3
rO£em[pq³dov¦r/uµ ­ F:¿ ­
º v®doXUrstmdL}~r/]o]'rO£5s[puU[IyxO}~v¦d¢k v¦d{XGo[p]{5[pqd'dorqI{klmdors/oxOUXUvwqUorOdormqr/}~]p¸J &[x/]{]{tUZ\[&d{Xxddo[IoZ$]rmqpqtUo{v~uUv~uU{rUq[p]o]{[p]xOo[v¦uuUr/{Z$xs}s£´rsoZ»xOu¥d{X¥xOd'uUrbm[p]zd{ot¥q³dors'xsU5[pxOy]xs|5rJs[&qr/u¥]zd{ot¥q³dorsy] ­
- u¥m[p[p²¸sd{[p{Z$]}¦v~¶s[ π1(enc(m, k, r)) xOo[t¥]{t¥xs}¦}~ku¥rOdLt¥]{[pd{r]z5[<qv¦£ kUorOd{rUqrs}w] ­Dº [xs}~]{rx/]{]{tUZ\[doX¥xdd{[<]ndy]UruUrOdqrsu:doxsv¦u¬qr/u¥]ndo{tq³d{r/o] ­ - u¥m[I[<FxSdo[p]nd [〈M1,M2〉 = N ] qpxOuF|5[Go[I ov¦dzd{[puFx/]
[M1 = N1].[M2 = N2]
v®£
N = 〈N1, N2〉
¸LxOu¥
[M1 = π1(N)].[M2 = π2(N)]
v®£
N
Url[p]uUrOd
qIrsu/dyxOv~uqIrsu¥]zd{ot¥q³dorsy]I¸xsu¥ v¦}~}muU[Is[p'X¥rs}wrOd{X¥[I{ vw]{[ ­ emv¦Z\v~}~xs{[p {v¦d{v~uUbxO¥U}¦v~[p]
£´r/[Iu¥qI{klmdov¦r/uD¸[I«mqI[Imd£´rsd{XU[$do[p]zd
[enc(M1,M2,M3) = N ]
v¦£
N
mrl[<]uUrOdqIrsu:doxOv~u qrsu]ndo{t¥qd{r/o] ­- dqIxOu |5[o[I ov®d{d{[pu°v¦u
[dec(N,M2) = M1]
|¥tmdbdoXUvw]bvw]buUrOd[p:tUv~xs}¦[pu/d ­ Gr &[ps[I]zv~u¥qI[doXU[GyxOu¥mr/Z\uU[p]o]rs£'[pu¥qoklmd{v~rsuvw]u¥rOd¶luUr udor\d{XU[xO/[Iu/d<¸U[«mU}~v~qIv®dd{[<]ndy]rsudoXU[yxOumrsZ\uU[p]o]]zXUr/tU}wu¥rOdrmqpqtU
v~u/[IuU[poxs} ­W3XUv~]V}~[pxs¥]$t¥]$d{rªqIrsu¥]{v~U[I$d{XU[µ£´r/}¦}~rJ v~uUªq}wxs]o]\rs£U{rUq[p]o]{[p] ­  tmdV¤¥y]zdp¸3 &[§]oxJkªd{X¥xOdSxsurmqpqtUo{[pu¥q[
qenc
rs£
xsu[Iu¥qI{klmdov¦r/uSv~uxd{[p{Z
t
vw]3xsu  3T6'41*  	!#"  ­  ­ d ­ xG]{[drO£
u¥xsZG[<] ñv¦£
t|qenc = enc(u, v, r)
£´rs]{rsZ\[
u, v, r
xOu
r ∈ ñ ­
Á9; 8´:8 Å=;     '(1"("
P
	 " &[I}~}®¯7£´rsoZ\[p  :: &/-
s
	 $ 	@	 "'4:<" >	 $ 
 T*  '(' 1 '( )$
enc(m, k, r)
	 "/-K -
t ∈ M
	 " 0 3T  '1*  
	!  :: 
bn(P )
A $4MT* -
t′ ∈ M
  #"(	
	!
p
" T' 5T
t′|p = r
 #	 "= #"(	
	!
q
" T' J #
q.3 = p

t′|q = enc(m, k, r) 
%  $4 41* 2 -
enc(m, k, r)

dec(m, k)
 '(' 11	5	
P

k
	 "D/  
 T* :!$( K1	  5 "1	! %$  4"(
M ∈ Mt
	 "  /- J ' #"12T T<" 5T$4 -
π1(dec(. . . πn(dec(πn+1(z), kn)) . . . , k1))
 	5
n ≥ 0
 #6 #
πi
6 "6
{π1, π2} 
z
	 " 1	! 4:2
   # 31"1
 T'4("    <M'(#"1
 T'4("     <
s

^&rsu¥mv¦d{v~rsuxO}-d{[<]ndy]]{XUr/tU}~u¥rOd3do[p]zdrsu
s ­L¼ rs[«UxOZ\U}~[s¸¥qrsu¥]{vwm[I3d{XU[£´r/}¦}~r v¦uU\Uormq[<]{] 
P3 = νk, r.(c〈enc(s, k, r)〉 | c(z).[dec(z, k) = a].c〈ok〉)
 XU[p{[
a
v~]xµuUrsu o[p]zd{ov~qd{[<¬u¥xOZ\[ ­ s v~u P3 v~]]zklu:dox/q³d{vwqIxs}¦}~k¬]z[<qo[d|¥tmduUrOdG]ndo{r/uUs}~kF]{[pqo[d ­
- u¥m[p[p²¸ P3 → νk, r.({enc(s,k,r)/z} | [s = a].c〈ok〉) ­ W3XU[Uormq[<]{] P3(a/s) {[<mt¥q[<]£´tU{d{XU[pf XUv¦}~[
P3(
b/s)
mrl[<]3uUrOd ­W3X¥xdVvw]$ Xlk¡ [µX¥xJs[dor U{[ps[Iu/dSXUv~¥m[Iu d{[<]ndy]$rsu
s ­ elt¥qyX¨do[p]ndy]$Z$xJk¡rmqIqItU$u¥[p]ndo[p v¦u[</txO}~v®dnk$do[p]zdo] ­¼ rs[I«mxsZ\U}¦[/¸m}~[d
P4 = νk, r, r1, r2.(c〈enc(s, k, r)〉 | c〈enc(enc(a, k′, r2), k, r1)〉
| c(z).[dec(dec(z, k), k′) = a].c〈ok〉)
→ P ′4 = νk, r, r1, r2.({
enc(s,k,r)/z} | c〈enc(enc(a, k
′, r2), k, r1)〉 | [dec(s, k
′) = a].c〈ok〉)
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  	 '
W3XU[pu
P4(
enc(a,k′,r′)/s)
v~]uUrsdG[p:tUv~xO}~[Iu:dd{r
P4(
n/s)
¸]zv~u¥q[SdoXU[Uormq[<]{]
P ′4(
enc(a,k′,r′)/s)
[IZ\v®dy]
doXU[Z\[p]o]{xss[
ok
 X¥v¦}~[
P ′4(
n/s)
mrl[<]3uUrOd ­ W3XUvw]{[p}¦v~[p]3r/ud{XU[£¹x/q³dd{X¥xOdd{XU[m[pqoklmd{v~rsu dec(z, k)xs}¦}~rJ ]xsqIqI[p]o]&dor
s
v~udoXU[d{[<]nd ­
¼ rs3doXU[{[<]ndrs£
d{XU[]{[pqd{v~rsu &[xs]o]ztUZ\[ z vw]xGuU[p #¤U«m[pxOovwxO|U}~[ ­WrGUo[Is[pu/d3XUvwUm[Iudo[p]zdo]r/uVdoXU[]z[<qo[dp¸m &[qr/ZG¥tmd{[xOurJs[pz¯¢xOUUor<«lv~Z$xd{v~rsuVrO£doXU[qv~UXU[I{¯
do[«ldo]d{X¥xOdZ$x<kFqIrsu/dyxOv~uFdoXU[V]{[pqI{[Idp¸|:kFZ$xOo¶lv¦uU@ v¦d{X xµ]{k:Z|5r/}
x
xs}¦}L5r:]zv¦d{v~rsu]tUu¥m[p XUvwqoX
doXU[]z[<qo[dZ\xJkSxsU5[pxs3v~u@qI}¦[<xO ­
º [G¤o]zdv¦u:d{ormmt¥q[$xS£´tUuq³d{v~rsu fep d{Xxd[I«:doox/q³dy]fd{XU[\}~[px/]nd[Iu¥qI{klmdov¦r/uFrJs[p s xsu¥ zq}~[pxsudoXU[¥xOv~{v~uU£´t¥u¥q³dov¦r/uµxO|5rs[
s ­L¼ r/{Z$xs}¦}~k/¸l &[U[¤¥uU[doXU[¥xO{d{vwxO}-£´tUu¥qd{v~rsu
fep : T × N∗+ ↪→ T × N
∗
+
fep(u, p) = (v, q)
 XU[p{[
v
xsu¥
q
xs{[m[¤uU[pµx/]3£´r/}¦}~rJ ] 
q ≤ p
vw]d{X¥[5r/]{v¦d{v~rsu ¾´v¦£v¦df[«mv~]zdo]y¿3rO£
doXU[}~rJ &[<]ndL[pu¥qoklmd{v~rsu\r/uGd{XU[_¥xdoX
p
v¦u
u ­.- £ q mrl[<]uUrOd[«mvw]ndrsLv¦£ p vw]LuUrOd&xZ$x«mv~Z$xO}U5r/]{v¦d{v~rsuv~u
u
¸
d{XU[pu
fep(u, p) =⊥ ­ `_d{XU[p{ vw]z[/¸ v v~]r/|mdoxsv¦uU[<F£´orsZ u|q |lkF{[pU}wxsqv~uU§xO}~}xs{/tUZG[pu/dy]rs£¥xsv¦y]3doX¥xdbxs{[uUrOdfrsu@doXU[¥xOd{X
p
 v¦d{X§uU[I »xs{vwxO|U}~[p] ­ aµrso[U{[<qvw]z[p}¦k/¸ q vw]fxV]z[<:tU[Iu¥qI[rO£doXU[£´r/{Z
i·i1 · · · ik ­
º [v~u/do{rmUt¥q[&d¢ rf£ t¥u¥q³dov¦r/u¥] pair1 xOu¥ pair2 m[¤uU[pGxs]£´r/}¦}~r ]  pair1(M,N) =
〈M,N〉
xOu
pair2(M,N) = 〈N,M〉 ­  [Id v′ = u|q ­ v′ Zt¥]ndb|5[rO£doXU[£´rsoZ enc(M1,M2,M3) v¦d{X
Mi = pairi1(. . . (pairik(a,Nik), . . .), Ni1)
£´rs]{rsZ\[3qr/u¥]zdoxOu:drsxs{vwxO|¥}¦[
a
xOu¥G]zr/ZG[&do[IoZ\]
Nij
¾¹{[pZ\[IZ|5[I_d{Xxd
q
}~[px/U]dorVd{XU[}~rJ &[<]ndf[Iu¥qI{klmdov¦r/uµrsuµd{X¥[¥xOd{X
p
¿ ­ W3XU[Iu v vw]fm[¤¥u¥[pµ|lk
v = enc(M ′1,M
′
2,M
′
3)
 v¦d{X
M ′j = Mj
£´rs
j 6= i
xOu
M ′i = pairi1(. . . (pairik(a, xk), . . .), x1)
¸
 XU[p{[bdoXU[
xj
xOo[f£´o[p]{XxOovwxO|U}~[p] ­
¼ rs[I«mxsZ\U}¦[/¸
fep(enc(enc(〈〈a, b〉, c〉, k2, r2), k1, r1), 1.1.2) = (enc(〈z1.1, c〉, k2, r2), 1).
W3XU[£´tUu¥qd{v~rsu
fe
v~]3d{XU[qIrsZ\5r/]{v¦d{v~rsurO£'d{XU[¤¥y]ndU{rOn[<q³d{v~rsu v¦d{X
fep ­º v®doX#d{XU[F£´tUuq³d{v~rsu fep ¸f &[¬qpxOu#[«ld{yxsqdS£´orsZ d{XU[¬r/tmd{UtUdo]rO£x¡UorOdormqr/} P doXU[ ]{[drs£qIv¦UXU[pzdo[«ldy]3 XU[Io[
s
xsU5[pxso]v~u@qI}¦[<xO3|5[p}¦r #d{XU[[pu¥qoklmd{v~rsu ­
E0(P ) = {fe(m[x]p, p) | m ∈ Mo(P ) ∧ m|p = s}.
¼ rs[I«UxOZ\U}~[s¸ E0(PY ) = {enc(〈z1, 〈x, z1.2〉〉, kas), enc(〈z1, x〉, kbs)} ¸' X¥[Io[ PY v~]d{XU[SU{rUq[p]o]qIrso{[p]{5rsu¥mv~uUdorGdoXU[gxOX¥xs}¦r/Z!U{rsd{rmqIrs}²m[I¤¥uU[pv~uUo[Ilv~rst¥]]z[<q³dov¦r/u ­Gr &[Is[p
s
Z\xJk\xO¥[<xOv~uVrOdoXU[Iqv~UXU[I{d{[I«ldo]}~xOd{[prsuSmtUov~uUdoXU[_[I«m[pqtmdov¦r/u$rs£-doXU[_UorOdormqr/}
xO£ d{[Ifm[pqI{klmdov~rsu¥]xsu¥[pu¥qoklmd{v~rsu¥] ­ W3X:t] &[xO}w]zr$[«ldoox/q³d£´orsZrstUd{Utmdy]doXU[m[<]ndo{t¥qd{r/xO{do]¾¹ XUv~qyX@Z$x<kSrs5[Iu[pu¥qoklmd{v~rsu]o¿ ­ " xOZ\[p}¦k/¸m &[m[¤uU[d{XU[¥xszdov~xs}5£´tUuq³d{v~rsu
fdp : T × N
∗
+ ↪→ T × N
∗
+
fdp(u, p) = (v, q)
 XU[Io[
v
xOu¥
q
xOo[m[I¤¥uU[<$x/]£´rs}~}¦r ] 
q ≤ p
v~]Ld{X¥[_rmqIqItU{o[Iu¥qI[3rs£-d{X¥[_XUv¦/XU[p]zd
m[<]ndo{t¥qd{r/xO|5rs[
p
¾¹v®£
v¦d3[«mvw]ndy]o¿ ­  [d r ≤ p |5[fd{X¥[frmqpqtUoo[Iu¥q[_rO£DdoXU[b}¦r &[<]nd3m[<qok:Ud{v~rsuSxs|5rJs[
p
¾¹v®£v¦d[«mvw]zdo]y¿ ­ W3XU[Iu v = (u[z]r.1)|q ­ - £ q r/ r mr\u¥rOd[I«mv~]zd3doXU[Iu fdp(u, p) =⊥ ­¼ rs[I«mxsZ\U}¦[/¸ fdp(enc(π1(dec(π2(y), k1)), k2, r2), 1.1.1.1) = (π1(dec(z, k1)), 1)
354.N6357
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W3XU[£´tUu¥q³dov¦r/u
fd
vw]d{XU[µqrsZ\5r:]zv¦d{v~rsu¡rO£_d{XU[¤¥o]zd\U{rOn[<q³dov¦r/u¡ v®doX
fdp ­  kªxsUU}~k:v~uU°doXU[£´tUu¥qd{v~rsu
fd
d{r@Z\[p]o]oxOs[<]frO£3x &[I}~}®¯7£´rsoZ\[p°Uormq[<]{]
P
 [$xO}~ xJkl]brs|UdoxOv~u°do[IoZ$]
d
rs£doXU[G£´r/{Z
d = d1(. . . dn)
 XU[Io[
di = π
i(dec(z, ki))
 v¦d{X
1 ≤ i ≤ n
¸
ki
xOo[\sorstUu¥°d{[p{Z$]xOu¥
πi
vw]x
¾¹5r/]o]zv~|U}~kV[IZ\mdnkU¿3]z[<:tU[Iu¥qI[rO£'UorOn[pq³dov~rsu¥]
πj1(πj2(. . . (πjl) . . . )) ­º v®doX§doXU[£´t¥u¥q³dov¦r/u fd ¸- [GqIxOu°[«ld{yxsqd_£´{r/Z d{XU[GrstmdoUtmdy]frs£xSU{rsd{rmqIrs} P d{X¥[Z\[pxsuUv¦u¥O£´tU}m[<]ndo{t¥qd{r/3¥xszd ­
Do(P ) = {fd(m, p) | m ∈ Mo(P ) ∧ p ∈ Posv(m)}
¼ rs[I«mxsZ\U}¦[/¸ Do(PY ) = {π2(dec(z, kbs)), π1(dec(z, kbs))} ­º [xs{[uUr ¬{[<xsmkdorZ$xOo¶¾¹ v®doX x ¿²xs}~}doXU[L5r/]{v¦d{v~rsu¥]² XU[p{[doXU[]{[pqI{[dZGv~sX:d|5[d{yxOu¥]{Z\v®d{d{[p¾´d{X:t]do[p]zd{[p¿ ­º [xs}~]{rGU[¤¥uU[v~u¥mtq³d{v~s[I}~kVd{XU[]{[dy] Ei(P ) xs]£´rs}~}¦r ] ­¼ rs3[<xsqyX[I}~[IZ\[Iu:d e rO£ Ei &[fqIxOuV]zX¥rJ ©doX¥xdd{XU[p{[vw]xsu\t¥uUv~:tU[d{[p{Z v¦uVuUrsoZ$xO}m£´r/{Z U[IuUrsd{[p\|lk
e
]ztqoX\doX¥xd
V(e) = {z}xsu¥
e(e)↓ = x ­$¼ rs[«UxsZG¥}¦[/¸D}~[d e1 = enc(〈z1, 〈x, z2〉〉, kas) ¸d{XU[Iu e1 = π1(π2(dec(z, kas))) ­º [m[¤¥u¥[
Ei(P ) = {u | ∃e ∈ Ei(P ), u ≤st e
xOu
∃q ∈ Pos(u), hu|q = dec}
Ei+1(P ) = {m′[x]q | ∃m ∈ Mo(P ), p ∈ Posv(m)
] ­ d ­ fep(m, p) = (m′, p′),
fdp(m
′, p′′) = (d, q), p = p′.p′′,
xOu¥
d1 ∈ E i(P )}
¼ rs[I«mxsZ\U}¦[/¸
E0(PY ) = {π1(π2(dec(z, kas))), π2(dec(z, kas)),dec(z, kas), π2(dec(z, kbs)),dec(z, kbs)}
E1(PY ) = {enc(〈z1, 〈z1.2, x〉〉, kas)}
E1(PY ) = {π2(π2(dec(z, kas))), π2(dec(z, kas)),dec(z, kas)}
xsu¥
Ei(PY ) = ∅
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s ­ G_[Iu¥qI[ s v~]U[pmt¥qIv¦|U}~[ ­ W3Xlt¥]doXU[Io[&[«mvw]zdo]'x_5r:]zv¦d{v~rsu
q < p
]{t¥qyXdoX¥xd
yσ(s)|q
v~]xsu[Iu¥qI{klmdov¦r/u ­  kUors5[I{d¢krs£¥ &[I}~}¦¯8£´r/{Z\[p£´yxOZ\[p]p¸
s
Zt¥]zdrmqpqtUv¦ud{XU[¥}~xsv¦um¯7d{[I«ld¥xO{drO£
doXU[[Iu¥qI{klmdov¦r/uSdoX¥xdvw]
q · 1 ≤ p ­
º [xOo[bu¥rJ M{[<xsmk$dor\UorJs[  [IZ\Z$x>9 ­
 &Á 
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ϕ = νñ.σ
(    $4 -M(K$(.-M  :: 
s ∈ ñ

u, v
2 -" " T' 05T
V(u),V(v) ⊆ dom(ϕ)

M
 '"4( 4 - 
u

v
 
M
   	!'  :: 
ñ
  $
ϕ 0 s

uσ(M/s) = vσ(
M/s)
	5-) 	!1"
uσ = vσ
  
t
(K " 4 - %$  4 - 	
σ
5TM3 4"E
'(T	
s
 !$
ϕ 0 s

t = vσ(M/s)
	5-   	!1"
t = vσ

7  ÅDÅ eltU¥5r/]{[fd{X¥xOd
uσ(M/s) = vσ(
M/s)
xOu¥
uσ(s) 6= vσ(s) ­ W3XU[Iud{XU[p{[v~]xOurmqpqtUoo[Iu¥q[
p
rs£
s
¸]{xJk°v¦u
uσ
¸']{t¥qoX¬doX¥xd
vσ|p 6= s ­ ^&rsu¥]{v~U[IdoXU[$OxOov~xs|U}~[ y ∈ V(u) ⊆ dom(σ) xOu¥¬v¦do]rmqpqtUo{[pu¥q[
py
v~u
u
]{t¥qyXdoX¥xd
p = py · p′
£´r/]zr/ZG[
p′ ­
 k  [IZ\Z$xU¸OdoXU[Io[v~]LxsuG[pu¥qoklmd{v~rsu\5r/]{v®dov¦r/u q v¦u yσ(s) ]{t¥qoXGdoX¥xd q ·1 ≤ p′ ­º [_xs]o]ztUZ\[ qdorG|5[bd{X¥[v¦uUu¥[IoZGr:]nd[Iu¥qI{klmdov¦r/uxs|5rJs[
s
¸ldoX¥xdvw]
q
vw]3Z\xO«mv¦Z$xO} ­ G[pu¥q[|:kSL{r/5[I{d¢k 9brO£' &[I}~}®¯£´r/{Z\[pb£´oxsZ\[p]p¸IdoXU[do[IoZ xd5r:]zv¦d{v~rsu
q·3
vw]x{[<]ndo{vwq³do[pbu¥xsZG[ ­ - d
{[<]ztU}¦do]²d{X¥xOd py ·q·3 /∈ Posnv(v) ¸]{v¦uq[
v
vw]UtU|U}~vwq ­ W3X:t¥]d{XU[p{[bvw]3xxs{vwxO|¥}¦[ y′ ∈ V(v) ⊆ dom(σ) xd35r:]zv¦d{v~rsu py′ v¦u v ]ztqoXSd{Xxd
py′ ≤ py · q · 3 ­ [d m = yσ(s) xOu m′ = y′σ(s) ­ [d q′ ]zt¥qyXFd{X¥xOd py · q = py′ · q′ ­ elv~u¥q[
m|q·3 = m
′|q′·3
¸ &[\X¥xJs[s¸D|lkµdoXU[\¥{r/[pzdov~[p]brO£U{r/|¥xO|Uv~}~v~]zd{vwq[Iu¥qI{klmdov¦r/u¥]p¸-doX¥xd
m|q = m
′|q′ ­elv~u¥q[
py · q = py′ · q
′ d{X¥v~]fZ\[pxsu¥]_v~u§¥xszdov~qItU}wxOdoX¥xd uσ|p = vσ|p = s ¸- XUv~qyXFqrsu:d{yxsmvwq³dy]doXU[£¹x/q³dd{X¥xOd
vσ(s)|p 6= s ­
 [d t |5[xV]ztU|Ud{[IoZ rO£LxGdo[IoZv~u σ d{X¥xOdfmrm[p]uUrOdfqIrsu:doxOv~u s ­ W3XU[Uorlrs£
doX¥xd t = vσ(M/s)v~Z\U}¦v~[p]
t = vσ
vw]mrsuU[]{v~Z\v¦}wxOo}¦k ­
º [uUr MU{rs[b¶s[pk  [pZ\Z\xVrO£el[<q³d{v~rsu§ ­
 &Á 
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s ∈ ñ
" T' 5T
ϕ 0 s
 O4
u
( 
4 -  	5
V(u) ⊆ dom(ϕ)
 
M
(J'<"(>2 - 	  -5$4 -
u

M
   	!'M :: 
ñ
? $
uσ(M/s) → v
$4D".-M  -
v
O # 5T4&#3	 "1!"     $4 - 8$().-
ϕ′ = νñ.σ′
 :: 
s
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 ϕ  #@	 " xσ′ = xσ $4  x ∈ dom(σ) 
 )4"  	5>3 /T'	D4 -" ϕ ` w 	  ϕ′ ` w 
  "T'J # v = v′σ′(M/s) $4 "/- v′    	!' ::  ñ 
7  ÅDÅ  [Id u, v,M |5[¡¥tU|U}~v~qªd{[p{Z$]p¸ M |5[Iv~uUMq}~r/]{[pxOu¥»v~uuUr/{Z$xs}£´rsoZj]{t¥qyX»d{X¥xOd
uσ(M/s) → v
¸sxs]
v~udoXU[3]zdoxdo[IZ\[Iu:drO£¥d{XU[3}¦[pZ\Z\x ­ [Id l → r ∈ RE |5[&doXU[otU}~[doX¥xd 3xs]'xsUU}~v¦[<v~u$d{X¥[fxO|5rs[{[<mt¥q³dov~rsuVxsu¥$}¦[Id
p
|5[d{X¥[_5r/]{v¦d{v~rsuVxOd& XUv~qyXVv¦d& 3xs]xsUU}~v¦[<²¸ 	12
uσ(M/s)|p = lθ ­W3XUv~]5r:]zv¦d{v~rsu
p
Zt¥]nd|5[Gv~u
uσ
]zv~u¥qI[
M
vw]bv~u¬uUrsoZ$xO}'£´rsoZ ­- u xsUmv¦d{v~rsu¸]zv~u¥q[Gd{X¥[\XU[px/£´tUu¥qd{v~rsuµ]{klZ|5rs}²rs£
l
vw]x\m[p]zd{ot¥q³dors<¸l|lk@^&rsu¥mv¦d{v~rsu@Grs£' &[I}~}¦¯8£´r/{Z\[pS£´oxsZ\[p]p¸
p
Zt¥]zd|5[v~u
u ­elr\}~[d
t = u|p ­º [X¥xJs[ tσ(M/s) = lθ ­_]o]ztUZ\[d{X¥xOdd{XU[p{[vw]x\]ztU|]ndov®dotmd{v~rsu
θ0
]ztqoXd{X¥xOd
tσ = lθ0 ­ W3XUvw] v¦}~}D|5[Uors[pSv~u°^&}~xsv¦Z9|5[I}~r  ­
¼ rsr/tU[p:t¥xdov~rsu¥xO}-d{X¥[Irsok E ¸ r vw]3[pv®doXU[I_x\qr/u¥]ndyxOu:drsxGxOovwxO|U}~[ ­.- £ r v~]x\qr/u¥]zdoxOu:d3d{XU[pu &[SdyxO¶s[
v′ = u[r]p
xsu¥
σ′ = σ ­ - d\v~][<xs]{kFd{rFs[Iov®£´k¬doX¥xddoXU[qIrsu¥mv¦dov¦r/u¥]rs£  [pZ\Z\x¬§xs{[]oxdov~]z¤¥[pv~udoXUv~]qpxs]{[ ­eltUU5r/]{[\uUr  d{X¥xOd
r
vw]xxs{vwxs|U}¦[
z0 ­ W3XU[IuD¸'qr/u¥]zvwm[pbd{X¥[ \tUu¥v~:tU[$5r/]{v®dov¦r/u q rO£ z0 v~u l ­W3XUvw]r:]zv¦dov¦r/u
q
vw]xs}~]{rv~u
lθ0
¸ld{X¥xOdvw]p¸:v~u
tσ ­ elrG &[bqIxsuSX¥x<s[_doX¥xd q vw]x5r:]zv¦d{v~rsuSv¦u t ¸l|UtmduUrOdv~u
tσ
¸Urs<¸:doX¥xd
q
vw]xG5r:]zv¦d{v~rsuv~u
tσ
¸m|¥tmduUrsdv~u
t
¾¹rs
t|p
vw]xGxOovwxO|U}~[<¿ ­ G[pu¥q[ &[qIxOuX¥xJs[
9 ­8- £ q vw]xS5r:]zv¦dov¦r/u°v¦u t ¸D|UtmduUrsdv¦u tσ ¾ doX¥xdv~]p¸-doXU[Io[Gv~]uUr y ∈ dom(ϕ) xO|5rs[ z0 ¿_d{X¥[Iu &[qr/u¥]{v~m[p
v′ = u[t|q]p
xOu
σ′ = σ ­ - u doXUv~]GqIxs]{[SxO}w]zr¸
v¦dvw][pxs]{k°d{r°s[Iov¦£´k°doX¥xddoXU[qIrsu¥mv¦d{v~rsu]3rO£
d{X¥[  [IZ\Z$x$Gxs{[]oxdov~]z¤¥[< ­
 ­8- £ q v~]Gxµ5r:]zv¦d{v~rsuªv¦u tσ ¸|Utmd\uUrOdv~u t ¾´d{X¥xOdGv~]p¸d{XU[p{[Svw]]{rsZ\[ y ∈ dom(ϕ) xO|5rs[ z0 ¿ ­W3XU[puV &[fqrsu]zvwm[I
v′ = u[y′]p
xOu
σ′ = σ∪{rθ0/y
′}
¸: XU[Io[
y′ /∈ dom(σ) ­º [fX¥x<s[d{X¥xOd
tσ =E rθ0
¸¥]zr
ϕ ` rθ0 ­º [xs}~]{rGX¥xJs[bd{X¥xOd v′ vw]UtU|U}~v~q  ­  ­ d ­ ϕ′ ­
º [X¥xJs[ v′σ′ = (u[y]p)σ′ = uσ′[yσ′]p = uσ[rθ0]p ­ G[pu¥q[ uσ → v′σ′ ­
 ¼ {r/Z tσ = lθ0 xsu¥ tσ(M/s) = lθ ¸  &[U[pmt¥qI[d{Xxd θ0[M/s] = θ ¸5XU[Iuq[ rθ0[M/s] = rθ ­W3Xlt¥]
v′σ′(M/s) = uσ(
M/s)[rθ]p = v ­elv~u¥qI[doXU[Io[v~]]zr/Z\[
y ∈ dom(ϕ)
xO|5rs[
z0
¸¡ &[Xx<s[d{Xxdbd{XU[pu
rθ0
v~]xS]{tU|mdo[IoZ rs£
ϕ ­elv~u¥qI[
ϕ
vw] &[I}~}¦¯8£´r/{Z\[pD¸m &[m[pmt¥qI[doX¥xd
rθ0
]{xOd{vw]n¤[p]doXU[qIrsu¥Uv®dov¦r/u¥]rO£  [I¤¥uUv¦d{v~rsu 9 ­ emr
ϕ′
v~]xO}w]zrG [I}~}®¯7£´rsoZ\[p ­
 )¹28 
    [dt¥]buUr »Uors[d{Xxdbd{XU[p{[[I«mv~]zdo] θ0 ]{t¥qoX°d{X¥xOd tσ = lθ0 ­ `_doXU[Io v~]{[ &[\]zX¥rstU}wX¥xJs[rsuU[rs£
d{XU[£´r/}¦}~r v¦uU$qIx/]z[<] 
9 ­ doXU[Io[vw]xG5r/]{v¦d{v~rsuv¦u l  XUvwqoX@v~]uUrOd_xG5r/]{v¦d{v~rsuv¦u tσ 
 ­ doXU[Io[Gvw]xOxOov~xs|U}~[ z v~u l X¥xJlv¦uU@xOd}~[px/]ndd¢ rrmqpqtUoo[Iu¥qI[p]I¸D]{xJk§xOd5r:]zv¦d{v~r/u¥] p1, p2 ¸²£´r/ XUvwqyX
tσ|p1 6= tσ|p2 ­
 [dt¥][«UxOZ\v~uU[v~u@m[Idoxsv¦}²d{XU[dn &r$qpxs]{[p] 
 56$J56"-$&"!  51P-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	%8* '4 151P-&H5**"-$D$'&)P-*& 58:
z0
 P
l
?
NONQPRTS1U1V1W
/   	 4"4'	
1
	!4  5"1	  	 '
9 ­ ^&r/u¥]zvwm[pxZGv~uUv~Z$xO}L5r/]{v®dov¦r/u¨¾¹  ­  ­ d ­ doXU[$U{[I¤U«°rsym[py¿_v~u l  XUvwqoX v~]uUrOdx5r:]zv¦d{v~rsu¬v¦u
tσ ­ W3XU[puVxdd{XU[_Uo[pm[<q[p]o]zr/5r/]{v®dov~rsu$xsu s rmqIqItUo]¾8]zv~u¥qI[Z\v¦u¥v¦Z$xO}5r/]{v¦d{v~rsu¥]Lv¦u l Zt]nd&|5[5r:]zv¦d{v~rsu¥]&v¦u
tσ(M/s)
¸l|¥tmd3uUrOdv~u
tσ
¿ ­ W3X¥v~]&5r:]zv¦d{v~r/uVv~]&u¥rOd ε ¾)	12v¦d3mrm[p]u¥rOd3qIrso{[<]z5rsu¥dor$d{X¥[XU[pxs@rs£
l
¿]zv~u¥q[rOd{X¥[Io v~]{[
M
 &rst¥}~@u¥rOdf|5[v~uµu¥rsoZ\xs}²£´r/{Z ­ " r ¸¥£´rsfxs}¦}rsd{XU[pqpxs]{[p]p¸J|lk[«UxOZ\v~uUv~uUxO}~}lotU}¦[<]'v¦u
RE
¸O &[3rs|]z[p{s[d{XxdLxd}¦[<xs]zdrsuU[rs£²^&rsumv®dov¦r/u¥]_r/frs£
 [¤¥uUv¦dov¦r/u 9V¾´rO£ &[I}~}¦¯8£´r/{Z\[p£´oxsZ\[p]y¿v~]uUrOdf]oxd{vw]z¤¥[p²¸¥ XUvwqoX§qrsu:d{yxsmvwq³dy]doXU[X:kl5rsd{XU[<]zvw]
doX¥xd
ϕ
vw]xG &[I}~}®¯7£´rsoZ\[pS£´oxsZG[ ­
 ­ [d t1 = tσ|p1 xsu¥ t2 = tσ|p2 ­º [X¥xJs[ t1 6= t2 ¸U|Utmd t1(M/s) = t2(M/s) ­
º [@qIxOu¡X¥xJs[Sd{XU[£´rs}~}~rJ v~uUFqpxs]{[p]p¸x/qIqr/oUv¦uU§d{rF XU[Id{XU[pdoXU[5r/]{v®dov¦r/u¥] p1 xsu¥ p2 xOo[5r:]zv¦d{v~rsu¥]3rO£
t
rsuUrOd	
¾8x/¿ - £ p1 xOu¥ p2 xs{[5r/]{v®dov~rsu¥]rO£ t ­ W3XU[Iuµ [qpxOuµU[¤¥uU[ w1 = t|p1 xsu¥ w2 = t|p2 ­º [Xx<s[
w1σ 6= w2σ
¸|Utmd
w1σ(
M/s) = w2σ(
M/s) ­ elv~u¥q[ w1 xsu¥ w2 xOo[$UtU|U}~vwqO¸'doXU[Uv~]{[p:t¥xs}¦v¦d¢kSv~]qr/u/d{yxsUv~qd{[p|:k  [IZ\Z$x>9 ­¾´|¿ - £ p1 v~]uUrsdxµ5r/]{v®dov¦r/u¬rs£ t ­  [Id py |5[$d{X¥[V5r/]{v®dov~rsu v¦u t ]zt¥qyX d{X¥xOd py < p1 xsu¥
t|py = y
£´rs]{rsZ\[
y ∈ dom(σ) ­
   ]z5[<qvwxO}qpxs]{[vw]b XU[Iu°doXU[G{t¥}¦[ check(z1, sign(z1,priv(z2)),pub(z2)) = ok vw]xOUU}~v~[p v¦d{X
z = z1 ­elv¦uq[µd{XU[§5r:]zv¦d{v~rsu¥]$rO£
z1
v¦u
l
xOo[
1
xOu¥
2 · 1
¸xOu
py < p1
 &[µXx<s[@d{Xxd
p1 = 2 · 1
¸
p2 = 1
xOu¥
py = 2
¾
py = ε
v~ZG¥}¦v~[p]bdoX¥xd
σ
qr/u/doxsv¦u]bx@m[p]zd{ot¥q³dors
]zklZ|5rs} ¿ ­ G[pu¥q[ tσ|p1 = yσ|1 ­  ]{v¦u¥Sd{XU[G[</txO}~v®dnk retrieve(sign(z1, z2)) = z1 &[\uUrOdov~qI[doX¥xd
yσ|1
vw]x/q³dot¥xO}~}¦k§[p:t¥xO}d{r
retrieve(yσ) ­ ^&r/u¥]{v~m[p{v~uU w1 = t|1xOu¥
w2 = retrieve(y)
¸D &[GXx<s[
w1σ(
M/s) = w2σ(
M/s) ­ emv¦u¥qI[ w1 xsu¥ w2 xOo[UtU|U}~v~qs¸<d{XUvw]Dv~ZG¥}¦v~[p]D|lk  [pZGZ$x&9d{X¥xOd w1σ = w2σ d{Xlt¥] t1 = t2 ¸xqr/u/doox/mv~qd{v~rsu ­
  `_d{XU[p{ vw]z[/¸s|:kG[«UxsZGv~uUv~uUxs}¦}UdoXU[rsd{XU[pqpxs]{[p]LxOu¥\t¥]{v~uUdoXU[£¹x/q³dd{X¥xOd ϕ vw]L &[I}~}®¯£´rsoZG[<²¸
 [$s[p{v¦£´k§doX¥xd
t′ = tσ|p1
v~]xµ]{tU|mdo[IoZcrO£
σ
d{Xxdmrl[<]uUrOdqr/u/dyxOv~u¥]
s ­ " rJ ![Iv¦d{X¥[I p2 vw]Gxs}~]{r°uUrOd$x§5r:]zv¦d{v~r/uªrO£ t ¸doXU[Iu¨]{k:Z\Z\[do{vwqIxs}¦}~k t|p2 mrm[p]uUrOdfqIrsu:doxOv~u
s
X¥[Iu¥qI[
t1 = t1(
M/s) = t2(
M/s) = t2
¸xVqIrsu/doox/mvwq³d{v~rsu ­ `f p2 vw]_x5r/]{v®dov¦r/u°rO£
t
¸-doXU[Iu
t|p2
vw]xSUt¥|U}¦vwqdo[IoZ@¸DxOuµdoXU[\mvw]{[p:t¥xO}~v¦d¢kµvw]qr/u/d{yxsUv~qd{[p
|:kF¾ doXU[]{[pqIrsu¥¥xO{drO£y¿  [pZGZ$x>9 ­
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£´rs3doXU[d{XUv~yrsu¥[s¸
σ′ = σ
xOu¥
Q′ = Q ­
NONQPRTS1U1V1W
F   	 4"4'	
1
	!4  5"1	  	 '
 " !  +$(0(     +$(  * 0-(  *B

º [X¥x</[fdor\s[puU[IyxO}~v:LI[brstU{[<]zt¥}®d3dor\[I«:do[Iu¥m[< [I}~}®¯7£´rsoZ\[pS£ yxOZ\[<] ­
7  Å  Å :8´<8 Å ; O4
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" T'   #
ϕ 0 s

u
 >"  4 - %$J2 - )$
σ
"T'K #
σ ∪ {u/y}
	 ""1
	J  $4 -M( $(/- 
v
(
  4 	!'2 -Q :: 
ñ
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 [dt¥]&u¥rJ ·Uors[doX¥xd&doXU[Io[_[I«lvw]zdo]&v¦u¥U[I[pSx θ0 ]{t¥qyX$doX¥xd tσ = lθ0 ­ _]o]{tUZ\[_|lk$qr/u/doox/mv~q¯dov¦r/ud{Xxdv®dvw]3u¥rOd3doXU[qIx/]z[ ­ &d}~[px/]ndr/uU[rO£
doXU[£´rs}~}~rJ v~uU$qIxs]{[p]3Zt¥]ndrUqIqt¥ 
9 ­ doXU[Io[vw]xG5r/]{v¦d{v~rsuv¦u l  XUvwqoX@v~]uUrOd_xG5r/]{v¦d{v~rsuv¦u tσ 
 ­ doXU[Io[vw]bxSxOovwxO|U}~[ z v~u l X¥x<lv~uUxdb}~[px/]ndfd¢ rSrUqIqt¥{o[Iu¥qI[p]p¸5]{xJk@xOdf5r:]zv¦d{v~r/u¥] p1, p2 v¦u l ¸£´r/ XUv~qyX
tσ|p1 6= tσ|p2 ­
 [dt¥][«UxOZ\v~uU[v~u@m[Idoxsv¦}²d{XU[dn &r$qpxs]{[p] 
9 ­ W3XUvw]v~]v~u £¹xsq³dxsu v¦Z\5r:]{]{v¦|¥}¦[Vqpxs]{[ ­ - u¥m[I[<²¸ ϕ v~]xOu [I«ld{[Ium[p  &[p}¦}¦¯8£´r/{Z\[<°£´yxOZ\[Vxsu¥
ϕ 0 s
¸v®dZt]nd|5[GdoXU[$qIx/]z[doX¥xd
l = dec(enc(z0, z2, z3), z2)
|¥tmd]{v¦uq[doXU[Io[Gvw]xd}¦[<xs]zd
r/uU[[Iu¥qI{klmdov¦r/uxs|5rJs[
s
¸¥xO}~}²5r/]{v¦d{v~rsu¥]3rO£
l
xs{[bv~u
tσ ­
 ­ _/xOv~uD¸mv¦dZt¥]zd|5[bdoXU[qIx/]z[bd{X¥xOd l = dec(enc(z0, z2, z3), z2) ­
¾8x/¿ / v®doXU[I|5rOdoX p1 xOu¥ p2 xOo[|5rsd{XF5r:]zv¦d{v~rsu]fv¦u t ­ W3XU[IuF &[$qIxOu¬qr/u¥]zvwm[p w1 = t|p1xsu¥
w2 = t|p2 ­º [bX¥x</[ w1σ 6= w2σ ¸l|Utmd w1σ(M/s) = w2σ(M/s) ­ emv¦u¥qI[ w1 xsu¥ w2xs{[UtU|U}~v~qs¸mdoXU[v¦uU[<:t¥xO}~v®dnkSv~]qr/u/d{yxsUv~qd{[p|:k  [IZ\Z$x ? ­¾´|¿µ`f
p1, p2 /∈ Pos(t) ­  [Id py |5[bdoXU[5r/]{v¦d{v~rsuv~u t ]ztqoXd{X¥xOd py < p1 xOu¥ t|py = y £´r/]{rsZ\[
y ∈ dom(σ(s)) ­ xsUU}~v¦[< º [GZt¥]zdX¥xJs[d{X¥xOd p1 = 1.2 ¸ p2 = 2 xsu¥ py = 1 ­G_[Iu¥qI[
tσ|p1 = yσ|2
¸UdoX¥xd_vw]I¸¥v¦dvw]_x\]{tU|mdo[IoZ
t|2
rO£xGd{[p{Zrs£
σ
¸xOu¥
tσ|p2 = t|2)σ ­
t|2
|5[Iv~uU$xGUt¥|U}¦vwqbd{[p{Z@¸U &[qIxOu@xsUU}~k  [pZ\Z\x$\xOu¥U[I{v~s[x\qr/u/d{yxsUv~qd{v~rsu ­
W3XU[Uorlrs£
rO£'Lors5r:]zv¦d{v~rsuK9[pu¥U]}¦v~¶s[bdoXU[UorlrO£
rs£W3XU[Ir/{[pZ 9 ­
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 [d u, v |5[bdn &r\d{[IoZ$] ­  [I¤¥uU[ Pos(u, v) = {p ∈ Pos(u) | u|p = v} ­º [U[IuUrOdo[|:k u→q v d{XU[o[pUt¥q³dov¦r/u u→ v ]ztqoXd{X¥xOd u|q = lθ xsu¥ v = u[rθ]q ¸m XU[Io[ q v~]xGr:]zv¦dov¦r/uSv~u
u
¸UxG{tU}~[
l → r ∈ RE
¸¥xOu¥
θ
v~]x\]ztU|]ndov®dotmd{v~rsu ­ ^&rsu¥]{v~U[Ix5r/]{v¦d{v~rsu p v¦u u ­ W3XU[£´tUu¥qd{v~rsu
nfp1
qIrsZ\Utmdo[p]3d{X¥[qr/{o[p]{5rsu¥mv~uUG5r/]{v®dov¦r/uv¦u
v
rO£'d{XU[£´tUu¥qd{v~rsuµ]{klZ|5rs}¾´r/xs{vwxO|¥}¦[
r/\u¥xsZ\[<¿\xd$5r:]zv¦d{v~rsu
p
v¦u
u ­ qIqr/oUv¦uU/}¦k/¸LdoXU[@£´tUu¥qd{v~rsu nfp qIrsZ\Utmdo[p]\d{XU[§qIrso{[<]z5rsu¥Uv¦uU5r:]zv¦d{v~rsuVv~u
u↓ ­ W3XU[_£´tUuq³d{v~rsu nfp−1  v¦}~}-mrd{XU[brsU5r:]zv¦d{[!
d{rGx5r/]{v¦d{v~rsuVv~u u↓ v®dxs]o]zrmqIv~xOd{[p]doXU[qIrso{[p]{5rsu¥mv~uU5r/]{v®dov¦r/uVv¦u
u ­º [b]ox<kdoX¥xdx£´tUu¥qd{v~rsu]{klZ|5rs}5xOd5r/]{v®dov¦r/u p vw]&' T" -M(= ::  #  .T'4
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u→q v
v®£
nfp1(u, p, q)
v~]LtUu¥m[¤uU[p ­ elv~Z\v~}~xs{}~ks¸s &[_]{xJkdoX¥xdLdoXU[]oxOZ\[rmqIqItU{o[Iuq[vw]'(#" - J :: J5T  -#$4 -
u↓
v¦£
nfp(u, p)
v~]bt¥u¥m[¤uU[p ­º [G v~}~}]ox<kµr/uU}¦k@doX¥xdxOurmqpqtUo{[pu¥q[vw]&qIrsu¥]{tUZ\[p$ XU[IuVv¦d&vw]&q}~[pxsL£´{r/Zd{XU[bqr/u/d{[I«ld& XUv~qyXSm[I¤¥uUv¦d{v~rsuVvw]t¥]{[p ­¼ rsoZ\xs}¦}~k/¸ &[m[¤¥u¥[bdoXU[£´tUu¥qd{v~rsu
nfp1 : T × N
∗
+ × N
∗
+ ↪→ N
∗
+
nfp1(u, p, q) =
{
p′,
v¦£
u→q v
⊥,
rOdoXU[Io vw]z[s¸
 XU[p{[
p′ =



p,
v¦£
p 6≥ q,
⊥,
v¦£
p ≥ q ∧ p 6≥ q.qr,
q. sf(p, q.qr),
v¦£
p ≥ q.qr, XU[p{[
l → r
v~]_doXU[G{tU}~[d{X¥xOdb x/]fxsUU}¦v~[p°xsu¥
qr
vw]_d{XU[G5r/]{v¦d{v~rsu§rO£
r
v~u
l ­ `f|¥]z[p{s[d{Xxdf£´r/doXU[[p:t¥xOd{v~rsuxO}md{XU[prsok
E
d{X¥[Io[ ]LxOdLZ\r:]ndrsu¥[otU}¦[d{Xxd&qpxOu\|5[_xsUU}~v¦[<\xsu¥doXU[Io[ ]L[«Uxsqd{}~kr/uU[
rmqpqtUo{[pu¥q[rs£
r
v~u
l ­ W3XU[£´tUuq³d{v~rsu nfp: T × N∗+ ↪→ N∗+ vw]m[I¤¥uU[pF|:k nfp(u, p) = pk  XU[Io[
u →q1 · · · →qk uk
¸
uk = u↓
¸
pi = nfp1(u, pi−1, qi)
¸¥£´rs
1 ≤ i ≤ k
xsu¥
p0 = p ­ W3XU[m[I¤¥uUv¦d{v~rsuvw]qr/{o[pqd]{v¦uq[
RE
v~]qIrsuls[Ios[Iu:d ­µº [m[¤¥u¥[ nfp−1 : T × N∗+ ↪→ N∗+ ¸ nfp−1(u, p) = p′ v #
nfp(u, p′) = p ­
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νñ.σ =
νñ.{tj | 1 ≤ j ≤ k}
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qs
%$
s
	
tj↓
  0# <
fe(tj↓, qs) = e[
w/x]
$4
"/-
e ∈ E
 "4.-M2 -
w
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7  ÅDÅ º [{[px/]zr/uS|lkSv¦u¥Ut¥q³d{v~r/ur/u j ­
 x/]z[$qpxs]{[ j = 1 ­Sº [VX¥x<s[\d{Xxd t1 = m1θ1 ­ W3XU[$5r:]zv¦d{v~rsu qs v¦u £¹xsq³dx5r:]zv¦d{v~rsu v¦u m1
s
qpxOu dSxOU5[<xO$v~u
θ
]{v~u¥q[
s
vw]${[<]ndo{vwq³do[p¨xsu¥
θ
vw]Vx¬¥tU|U}~v~q§]zt¥|¥]ndov®dotmd{v~rsu ­ W3XU[p{[µZt¥]ndxsu[pu¥qok:Ud{v~rsu xO|5rs[
s
v~u
m1
¸]{v¦u¥qI[$rOdoXU[Io vw]z[
s
 &rstU}w¬|5[Sm[pmtqv~|U}¦[ ­ W3XU[Iu d{XU[Vo[p]{tU}¦d£´rs}~}¦r ]v~Z\ZG[<¡vwxdo[I}~k £´{r/Z d{XU[@Uors5[pzdov¦[<]rs£_ [I}~}®¯7£´rsoZ\[pªUormq[<]{]{[p]xsu¥ªd{XU[µm[¤uUv®dov¦r/u©rs£
E0
¾´doxs¶s[
w = s
¿ ­
- u¥mt¥q³dov¦/[]zd{[p ­  [d ps = nfp−1(tj , qs) ­ - £ ps v~]3v¦u mj d{XU[puD¸Ux/]&v~uSdoXU[U{[plv¦r/t¥]&¥xOyxO/oxOUXD¸
fe(tj↓,qs)[
x/s] ∈ E0 ­
 [d ps = nfp−1(tj , qs) ­ - £ ps vw]&v¦u mj doXU[IuD¸Uxs]v~uVd{XU[bU{[plv¦r/t¥]LxOyxOsyx¥XD¸ fe(tj↓, qs)[x/s] ∈
E0 ­
354.N6357
 
	
 	!#"%$&(')('* 3?
- £ ps vw]fv¦u σj−1 ¸doXU[Iu°}~[d z |5[d{XU[xs{vwxs|U}¦[v~u mj xdb5r/]{v®dov¦r/u§]ox<k pz ¸- XU[Io[ pz < ps xsu¥}~[d
yj1
|5[_doXU[bxOovwxO|U}~[rs£
zθj
rsuVd{XU[b¥xdoXVd{r
ps
xOd5r/]{v®dov¦r/uS]ox<k
py1 ­º [bX¥x<s[_d{Xxd j1 ≤ j− 1 ­
 [d p1
s
= sf(ps, py1)
xOu¥
q1
s
= nfp(tj1 , p
1
s
) ­  k°o[pqtUy]{v¦r/u°Xlkl5rOd{X¥[p]{v~]p¸ σj−1 vw]x &[I}~}¦¯8£´r/{Z\[p£´yxOZ\[xOu¥
fe(tj1↓, q
1
s
) = e[w/x]
 v®doX
e ∈ El
¸U£´rs_]{rsZ\[d{[IoZ
w
xOu¥@]{rsZ\[
l ≥ 0 ­ - d£´rs}~}~rJ ]3d{X¥xOd
q1enc = max{ q ∈ Pos(tj1↓) | q < qs ∧ h(tj1↓)|q = enc }
[«mv~]zdo] ­  [d p1enc = nfp−1(tj1 , q1enc) ­
- £ py1 .p1enc v~]u¥rOdµqr/u¥]{tUZ\[p v~u tj↓ doXU[Iu v®d@£´rs}~}¦r ]SdoX¥xd nfp(tj , py1 .p1enc) v~]doXU[¬}~r &[p]zd[pu¥qok:Ud{v~rsuv¦u
tj↓
¾8]zv~u¥q[v¦d_qrsoo[p]{rsuU]dor
q1enc
¿ ­ - d£´rs}~}~rJ ]d{Xxd fe(tj↓,qs) = fe(tj1↓, q1s) ­
- £ py1 .p1enc v~]'qIrsu¥]{tUZ\[pv~u tj↓ ¸Oqrsu]zvwm[Id{X¥[&rmqIqItU{o[Iuq[LrO£ dec v¦u tj ¸O]ox<k pdec ¸Jd{Xxdqr/u¥]{tUZ\[p]v¦d ­ emv¦u¥qI[ p1enc v~]
uUrOdqrsu]ztUZ\[<v~u tj1↓ v®d
£´r/}¦}~rJ ]DdoX¥xd pdec vw]v~u zθj rs
v~u mj ¸Oxsu¥xO}~}/[Iuqok:Ud{v~rsu¥]xs|5rJs[
p1enc
v¦u
tj1
xOo[qIrsu¥]{tUZ\[pv~u
tj ­@- £ pdec v~]v¦u zθj d{XU[pu§xO}~}D[pu¥qoklmd{v~rsu¥]xO|5rs[ p1enc v¦u tj1xs{[qIrsu¥]{tUZ\[p¡|:k¡m[<qok:Ud{v~rsu¥]d{X¥xOd$xs{[v~u
zθj ­ W3XUvw]GZ\[<xOu¥]doX¥xd$v¦u (zθjσj−1)↓ d{XU[p{[! ]Gu¥r[pu¥qok:Ud{v~rsuxs|5rJs[
s
¸UxOuVv~u¥xO{dov~qItU}~xs&uUr\xss[Iu:d[pu¥qoklmd{v~rsuD¸l XUvwqyXqrsu:d{yxsmvwq³dy]d{Xxd
σj−1
vw]3x
[pu¥qok:Ud{v~rsu@xO|5rs[b[«ld{[pu¥m[< &[p}¦}¦¯7£ r/{Z\[<V£´yxOZ\[ ­ G[Iuq[ pdec v~]v~u mj ­
 [d u, v, k, k′, n |5[d{[IoZ$]_]ztqoX@doX¥xd dec(u, k) = tj |pdec xOu¥ enc(v, k′, n) = tj |py1 .p1enc ­3º
[
X¥xJs[doX¥xd
k =E k
′ ]{v~u¥q[ pdec qr/u¥]zt¥ZG[<] py1 .p1enc ­ elv~u¥qI[ pdec v~]£´{r/Z d{XU[rstmdoUtmd mj xsu¥ p1encvw]xO}w]{r£´orsZ xsuVr/tmd{¥tmd|5[pv¦u¥xsuSxss[pu/d&[pu¥qoklmd{v~rsuS &[fX¥xJs[doX¥xd
k
xsu¥
k′
xs{[_v~uSuUr/{Z$xs}¥£´rsoZ@¸
XU[pu¥q[
k = k′ ­º [doXU[Iu@X¥xJs[ dec(u, k) →∗ dec(enc(v, k, n), k) →∗ v↓ ­
 [d (d, p) = fd(m, pz) xOu$qrsu]zvwm[I di ]{t¥qoX$d{X¥xOdLdoXU[fm[pqI{klmdov¦r/u pdec vw]Lv~u di ­ elv~u¥q[ s vw]v¦u
tj↓
v¦d£´rs}~}~rJ ]3d{X¥xOd
x
v~]v¦u
di(e)↓ ­¼ orsZ!doXU[¤¥y]nd_qIrsu¥mv¦d{v~rsu@rs£U{rUq[p]o]{[p]&doX¥xdfmr$uUrsddo[p]zdrs[I
s
 &[X¥xJs[bd{X¥xOd
i = 1
xsu¥
e 6<st d1 ­ elv~u¥q[ pdec qrsu]ztUZ\[p] py1 .p1enc ¸¥xO|5rs[ pdec v¦u d1 doXU[Io[xOo[r/uU}¦k@UorOn[pqd{v~rsu¥]p¸5|5[I}~rJ 
enc
v~u
e
d{XU[p{[Gxs{[rsuU}~k@¥xsv¦y]fxOu¥
e 6<st d1
v¦df£´rs}~}~rJ ]_d{X¥xOd
d1 ≤st e ­G_[Iu¥q[
d1 ∈ E l ­eltUU5r/]{[doX¥xdbd{XU[p{[Gv~]buUr[Iu¥qI{klmdov¦r/u°xs|5rJs[
pdec
v~u
mj ­ W3XU[Iu¬]zv~u¥qI[ d1 vw]bqIrsu¥]{tUZ\[p°xsu¥xs|5rJs[
d1
v~u
mj
doXU[Io[bxs{[frsuU}~k\¥xsv¦y]p¸:v®d£´r/}¦}~r ]LdoX¥xd
s
v~]3m[<mt¥qv~|U}~[f£´{r/Z
σj
¾
tj
d{X¥xOd3v~]y¿ ­ W3Xlt¥]doXU[Io[vw]fxOd_}~[px/]ndfrsuU[[Iu¥qI{klmdov¦r/u§xO|5rs[
pdec
v~u
mj ­  [Id penc |5[d{XU[}¦r &[<]ndbm[pqI{klmdov¦r/u§xO|5rs[
pdec
v~u
mj ­ u¥}~[d (m′, p′enc) = fep(mj , pz) ­ W3XU[pu m′[x]p ∈ El+1 ­elv¦uq[
penc
v~]LuUrsd&qrsu]ztUZ\[<Gv¦u
tj↓
xsu¥Gv~u
m′
xO}~}U£´tUu¥q³dov¦r/uV]{klZ|5rs}w]LxO|5rs[
p
xOo[uUrOd&m[<]ndo{t¥q¯
dorsy]L [_X¥xJs[doX¥xd
fe(tj , ps) →
∗ (m′[x]p)[x → d1(fe(enc(v, k, n), p
′
s
))]
 XU[Io[
p′
s
= sf(p1
s
, p1enc) ­G_[Iu¥q[
fe(tj↓, qs) = (m′[x]p)[w
′
/x]
¸D XU[Io[
w′ = d1(fe(enc(v, k, n), p
′
s
)↓ ­ W3X¥xdv~] &[\X¥x<s[doXU[¤¥y]zd¥xO{drO£
doXU[}¦[pZ\Z\x ­
- u\rsym[IdorUorJs[3d{X¥xOd σ↓ vw]Lx &[I}~}¦¯8£´r/{Z\[p£´oxsZ\[3 &[_]zX¥rJ ¡doX¥xd m′[x]p xsu¥ w′ qr/u/dyxOv~uGr/uU}¦k¥xsv¦y]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T /∈ Mst
xOu¥
s ∈ fn(Tθσ(s)↓) ­ G_[Iu¥qI[ T vw]buUrOdsorst¥u¥§xOu°m[puUrOdo[|lk
z
d{XU[\OxOov~xs|U}¦[rO£
T
xOu¥°|lk
pz
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xsu°rUqIqt¥{o[Iu¥qI[ qs rs£ s v¦u Tθσ(s)↓ ­ [IuUrsd{[
tz = zθσ(s)↓ ­º [doXU[Iu@X¥xJs[bd{X¥xOd s ∈ fn(tz) ­
 [d ps = nfp−1(Tθσ(s), qs) ­  [Id yj |5[3doXU[OxOov~xs|U}~[rO£ zθ r/udoXU[xd{XGdor ps xOdL5r/]{v®dov¦r/u\]{xJk
py
¸J v®doX
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¾8]z[p[  [IZ\Z$x/¿ ­ UU}~klv¦u¥  [IZ\Z$xAF3d{r tj  &[Lr/|mdoxsv¦u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¸<£´rs
]{rsZ\[d{[p{Z
w
xOu¥]zr/Z\[
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s
¸O X¥[I{[
q′
s
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s
v¦u
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£´orsZ
T
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s
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1 ≤ i ≤ k
]{t¥qoXµdoX¥xd
di = π
i(dec(z, k))
¸5 XU[Io[
fd(T, pz) = d1(. . . dk)
xsu¥
e = enc(u, k, r) ­aµr/{[prJs[p
x ∈ di(e)↓ ­ W3Xlt¥] T ∈ Mst ¸m|¥tmdd{XUvw]qrsu:d{yxsmvwq³dy]&d{XU[]{tUU5r/]{v¦d{v~rsu ­ G_[Iu¥qI[ qenc vw]3uUrOdqIrsu¥]{tUZ\[p§v¦u
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u
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  doXU[Io[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T1θσ(
M/s)↓ = T2θσ(
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xOu¥
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xOu¥
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  f ­ W3X¥[]{tUU5r/]{v¦d{v~rsu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(T1θσ(s))↓
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v~u
(T2θσ(s))↓
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σ(s)
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θ
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θ
]zv~u¥qI[
n
vw]{[p]zdo{vwq³do[pxsu¥
θ
vw]3Ut¥|U}¦vwqO¸xOu¥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o[p]zd{ov~qd{[p°u¥xsZ\[ ­ W3X:t] T2 qIxOuUu¥rOd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M
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R
|5[dn &[p[Iu¨[«ld{[pu¥m[p©UormqI[p]{]{[p]Gm[I¤¥uU[p¨x/]£´rs}~}¦r ] 
ARBv¦£doXU[Io[$v~]xsu¬[I«ld{[Ium[p¬¥{rmqI[p]o]
A0(s)
]{t¥qyX¬d{X¥xOd
P (s) ⇒∗ A0(s)
xOu¥¬sorst¥u¥°d{[IoZ$]
M,M ′UtU|¥}¦vwq  ­  ­ d ­ ν(ñ ∪ {s}) ]{t¥qoXd{X¥xOd A = A0(M/s) xOu¥ B = A0(M ′/s) ­º []{XUrJ  d{X¥xOd R ]oxd{vw]z¤¥[p]Dd{XU[doXU{[p[5rsv~u/dy]rs£md{XU[m[I¤¥uUv¦d{v~rsurO£U}wxO|5[I}~[p|Uvw]{v¦Z\v~}~xs{v¦dnk ­ eltU¥5r/]{[
ARB
¸-d{X¥xOdbvw]
A0(
M/s)RA0(
M ′/s)
£´r/]zr/Z\[
A0,M,M
′ xs]bxs|5rJs[ ­ - u° Xxdf£´r/}¦}~r ]_ [ ov®do[
X(t)
£´r/
X(t/s)
¸/ XU[p{[
X
oxsuUs[<]rJs[p¥{rmqI[p]o]z[<]xOu¥G£´oxsZG[<]Lxsu¥
t
v~]
M
r/
M ′ ­'º [UorJs[3d{XxddoXU[£´rs}~}¦r v~uU\:tU[<]ndov¦r/u¥]3X¥x</[xO½${Z$xdov¦s[xOu¥]{ &[I	
9 ­ ϕ(A0(M)) ≈ ϕ(A0(M ′))   º [§¶luUr  doX¥xd ϕ(A0(s)) vw]Sx xs}¦vw©£´yxOZ\[ª¾´£´{r/Z d{XU[Fm[¯¤¥u¥v®dov¦r/u rs£
R
¿³¸_X¥[Iu¥q[
ϕ(A0(s)) 0 s
¾´£´{r/Z doXU[FX:kl5rsd{XU[<]zvw]o¿ ­  [d ϕ′(s) ≡ ϕ(A0(s))X¥xJlv¦u¥µrsuU}~kFsorstUu¥ xOu¥ uUr/{Z$xO}~v:LI[pFd{[p{Z$] ­ W3X¥[IuD¸|:k  [IZ\Z$xJF¸
 &[VXx<s[\doX¥xd ϕ′(s)vw]xOu·[I«ld{[Ium[p· &[p}¦}¦¯7£´rsoZG[<©£´yxOZ\[ ­»º [FqIxsu d{X¥[Iu t¥]{[°Lors5r/]{v¦d{v~rsu 9§d{r¡rs|mdyxOv~u d{Xxd
ϕ(A0(M)) ≈ ϕ(A0(M
′))
¸]{v¦uq[ &[X¥x</[
ϕ(A0(M)) = ϕ(A0(s))(M)
¾8xOu¥doXU[]oxOZ\[£´rs
M ′
¿ ­
 ­ v¦£ A0(M) → A′ d{X¥[Iu A′ ≡ A′0(M) ¸ A0(M ′) → A′0(M ′) xsu¥ A′0(M)RA′0(M ′) ¸/£´r/&]{rsZ\[
A′0  º [fmvw]ndov¦u¥stUvw]zX$d¢ &rqIxs]{[p]p¸/x/qIqr/omv~uUbdor XU[Id{XU[pLdoXU[_t¥]z[<\otU}¦[ 3xs]d{XU[  otU}~[r/3r/uU[rO£
doXU[

xsu¥
 
otU}~[p] 
  v¦£mdoXU[  {tU}~[ xs]t¥]{[pd{X¥[Iu A0(M) ≡ C(M)[c〈z〉.Q(M)|c(z).R(M)] ¸J X¥[I{[ Cvw]&xsu$[pxO}~t¥xOd{v~rsuVqr/u/d{[I«ldxOu¥
A′ = C(M)[Q(M)|R(M)] ­ W3XU[pu A0(s) ≡ C(s)[c〈z〉.
Q(s)|c(z).R(s)] ­ W
xs¶s[ A′0(s) = C(s)[Q(s)|R(s)] ­º [\X¥x<s[doX¥xd P (s) ⇒∗ A′0(s)xsu¥]{r¥¸m|:kU[¤¥uUv¦d{v~rsu@rO£
R
¸U &[X¥xJs[bd{Xxd
A′0(M)RA
′
0(M
′) ­
  rsd{XU[p{ vw]{[s¸ A0(M) ≡ C(M)[ v¦£ T ′(M) = T ′′(M) doXU[Iu Q(M) [I}w]{[ R(M)] ­ W3XU[pu
A0(s) ≡ C(s)[
v¦£
T ′(s) = T ′′(s)
d{X¥[Iu
Q(s)
[I}w]z[
R(s)] ­$¼ orsZ  [pZGZ$x@ &[\¶luUr doX¥xd
T ′(s) = T ′0θσ(s)
xOu
T ′′(s) = T ′′0 θσ(s)
¸D XU[Io[
T ′0 = T
′′
0
v~]xSd{[<]ndv¦u
P
xsu¥
νñ.σ ≡ ϕ(A0(s))
vw]doXU[]zdoxsu¥Uxso$£´oxsZG[b  ­  ­ d ­ A0(s) ­ W
xs¶s[ A′0(s) = C(s)[Q(s)] v®£
T ′0θσ(s) =E T
′′
0 θσ(s)
xsu¥
A′0(s) = C(s)[R(s)]
rOd{X¥[I{ vw]{[ ­'¼ orsZ  [IZ\Z$xb &[3Xx<s[doX¥xd
T ′0θσ(s) =E T
′′
0 θσ(s)
v #
T ′0θσ(M) =E T
′′
0 θσ(M) ­ G[pu¥q[ A0(M) → A′0(M) ¸
A0(M
′) → A′0(M
′)
xOu¥
A0(s) → A′0(s) ­ u¥¨ &[µxO}w]zr¬X¥xJs[ A′0(M)RA′0(M ′)£´orsZ!d{XU[m[I¤¥uUv¦d{v~rsu@rO£
R ­
 ­ v¦£ A0(M) α→ A′ xOu¥ fv(α) ⊆ dom(ϕ(A0(M))) xOu¥ bn(α) ∩ fn(A0(M ′)) = ∅ d{XU[pu
A′ ≡ A′0(M)
¸
A0(M
′)
α
→ A′0(M
′)
xOu¥
A′0(M)RA
′
0(M
′)
¸²£´rs]{rsZ\[
A′0  
qpqrsymv~uUSd{r
doXU[£´rsoZ!rs£
α
¸U &[qr/u¥]{v~m[pdoXU[£´rs}~}¦r v~uU\qpxs]{[p] 
  α = c(T ) ­ eltUU5r/]{[ A0(M) ≡ C(M)[c(z).Q(M)] ­ W3X¥[IudyxO¶s[ A′0(s) = C(s)[Q(s)
{T/z}] ­
  α = c〈u〉 ­ emtUU5r/]{[ A0(M) ≡ C(M)[c〈u〉.Q(M)] ­ W3XU[IudoxO¶/[ A′0(s) = C(s)[Q(s)] ­
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  α = νu.c〈u〉 ­ eltUU5r:]z[ A0(M) ≡ C(M)[νu.A1(M)] ¸' XU[Io[ A1(M) c〈u〉−→ A′1(M) ­W3X¥[IudyxO¶s[
A′0(s) = C(s)[A1(s)] ­
W3XU[xO|5rs[bmvw]{qIt¥]o]zv~rsuUorJs[<]d{Xxd
R ⊆ ≈l ­ elv~u¥q[ &[X¥xJs[q}~[pxs{}~k\d{X¥xOd P (M/s)RP (M ′/s) ¸v¦d£´rs}~}¦r ]d{X¥xOd
P (M/s) ≈l P (
M ′/s) ­
   V@ 
¼ rs]{xs¶s[rO£&]{v¦Z\U}~vwqv¦d¢k/¸² &[Z$xJk@rsZ\v¦dfdoXU[\]zklZ|5r/} 〈, 〉 £´r/fxOv~{v~uU ­&- u§d{XxdqIx/]z[s¸- &[\xs]o]ztUZ\[Gxov¦/X/dUov¦r/{v¦dnk\doX¥xdvw]
a, b, c = 〈〈a, b〉, c〉 ­
 "%$  J
 )+$,&/ 4* 1 I
0 * ( '4,5, 6*0* 
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W3XU[UorOdormqrs}-vw]U[p]oqov¦|5[p|5[I}~r  
A⇒ S : A,B,Na
S ⇒ A : {Na, B,Kab, {Kab, A}Kbs}Kas
A⇒ B : {Kab, A}Kbs
`ftU3doxOos[Id]{[pqo[dvw]
Kab ­W3XU[qIrso{[<]z5rsu¥mv~uUGU{rUq[p]o]v~] 
PNS(kab) = νkas.νkbs.(!A)|(!c(zb))|(!νk.S(k))|S(kab)
 XU[p{[
A = νna.c〈a, b, na〉.c(za).[π1(dec(za, kas)) = na].
[π1(π2(dec(za, kas))) = b].c〈π2(π2(π2(dec(za, kas))))〉
S(x) = c(zs).νr, r
′.c〈enc(〈π2(π2(zs)), π1(π2(zs)), kab,
enc(〈x, π1(zs)〉, kbs, r
′)〉, kas, r)〉
" rOd{[_d{X¥xOd&rsd{XU[p&U{rUq[p]o]z[<]L]{XUrst¥}~$|5[fx/Um[<\d{rqIrsu¥]{v~U[Io[p$qr/{otUmdo[p$xO/[Iu:do]rsors}~[p] A,B xOu
S
dyxO}~¶:v~uUGd{r$rOd{X¥[IxO/[Iu:do]3|UtmddoXUvw]3 rstU}wuUrOdo[pxO}~}~kVqyX¥xOu¥s[fdoXU[£´rs}~}~rJ v~uU$]z[dy]3rs£'Z\[p]o]{xss[p] ­W3XU[r/tmd{UtUdZ\[p]o]{xss[p]3xOo[
Mo =



a, b, na
π2(π2(π2(dec(za, kas))))
enc(〈π2(π2(zs)), π1(π2(zs)),
kab, enc(〈kab, π1(zs)〉, kbs, r
′)〉, kas, r)



W3XU[bdo[p]zdo]xOo[
{
π1(dec(za, kas)) = na
π1(π2(dec(za, kas))) = b
}
º [\m[¤¥u¥[ max Ei = {e | e ∈ Ei} v¦uFrsym[I_d{rv~u¥qo[px/]z[o[pxs¥xO|Uv~}¦v¦dnks¸-xsu¥°]zv~u¥q[v¦dbvw]f[<xs]{kd{rm[<mt¥q[
Ei
£´orsZ
max Ei ­
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
 	!#"%$&(')('* #9
Do = {π2(π2(π2(dec(z, kas))))}
E0 = {enc(〈z1, 〈z2, 〈x, z3〉〉〉, kas, r), enc(〈x, z4〉, kbs, r
′)}
max E0 = {π1(π2(π2(dec(z, kas)))), π1(dec(z, kbs))}
Do ∩ E0 = ∅
Mkabt = ∅
º [m[pmtq[fdoX¥xd PNS vw]3x [I}~}®¯7£´rsoZ\[pVUormq[<]{]&  ­  ­ d ­ kab ­ _UU}¦klv~uU\W3X¥[Irso[IZ xOu¥]zv~u¥qI[doXU[ " [p[pmX¥xsZG¯¢emqyXUorl[pm[p]zklZ\Z\[do{vwq¶s[Ik§UorOd{rUqrs}'Uo[p]{[Ios[p]_doXU[$]zklu:doxsqd{vwqG]{[pqo[pqIk@rs£ kab ¸D &[m[<mt¥q[doX¥xdd{XU[¥{rsd{rmqIrs}-Uo[p]{[Ios[p]&d{XU[]zd{orsuU\]{[pqI{[<qk$rs£
kab
doX¥xdvw]
PNS(
M/kab) ≈l PNS(
M ′/kab)
£´r/xOu:kSUtU|U}~v~qd{[IoZ$]
M,M ′
  ­  ­ d ­ bn(PNS) ­
 " !   
0   1 *
 *21 3  * 1 * 1/+1 :, 1/


W3XU[UorOdormqrs}-vw]U[p]oqov¦|5[p|5[I}~r  
A⇒ B : Na
B ⇒ S : {Na, A,Kab}Kbs
S ⇒ A : {Na, B,Kab}Kas
/xsv¦u¸ld{XU[dyxOos[d]z[<qo[dvw]
Kab ­W3XU[qIrso{[<]z5rsu¥mv~uUGU{rUq[p]o]v~] 
PNS(kab) = νkas.νkbs.(!A)|(!S)|(!νk.B(k))|B(kab)
 XU[p{[
A = νna.c〈na〉.c(za).[π1(dec(za, kas)) = na]
B(x) = c(zb).νr.c〈enc(〈zb, a, x〉, kbs, r)〉
S = c(zs).[π1(π2(dec(zs, kbs))) = a].
νr′.c〈enc(〈π1(dec(zs, kbs)), b, π2(π2(dec(zs, kbs)))〉, kas, r
′)〉
" rOd{[_d{X¥xOd&rsd{XU[p&U{rUq[p]o]z[<]L]{XUrst¥}~$|5[fx/Um[<\d{rqIrsu¥]{v~U[Io[p$qr/{otUmdo[p$xO/[Iu:do]rsors}~[p] A,B xOu
S
dyxO}~¶:v~uUGd{r$rOd{X¥[IxO/[Iu:do]3|UtmddoXUvw]3 rstU}wuUrOdo[pxO}~}~kVqyX¥xOu¥s[fdoXU[£´rs}~}~rJ v~uU$]z[dy]3rs£'Z\[p]o]{xss[p] ­W3XU[r/tmd{UtUdZ\[p]o]{xss[p]3xOo[
Mo =



na
enc(〈zb, a, kab〉, kbs, r)
enc(〈π1(dec(zs, kbs)), b,
π2(π2(dec(zs, kbs)))〉, kas, r
′)



NONQPRTS1U1V1W
:   	 4"4'	
1
	!4  5"1	  	 '
W3XU[bdo[p]zdo]xOo[
{
π1(dec(za, kas)) = na
π1(π2(dec(zs, kbs))) = a
}
Do = {π1(dec(z, kbs)), π2(π2(dec(z, kbs)))}
E0 = {enc(〈z1, 〈z2, x〉, kbs, r)〉}
max E0 = {π2(π2(dec(z, kbs)))}
E1 = {enc(〈z1, 〈z2, x〉, kas, r)〉}
max E1 = {π2(π2(dec(z, kas)))}
Do ∩ E1 = ∅
Mkabt = ∅
º [rs|UdoxOv~u@]{v¦Z\v~}~xs{}~k\doXU[]oxOZ\[qrsuq}~t¥]zv~rsu@xs]£´rs3doXU[Uo[Ilv¦r/t¥]UorOdormqr/} ­
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